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I.

RUSSIAN CRYPTOLOGY DURING WORLD WAR II

S0URCES OF INFORMATION
As Captured German Documents

The information presented in this paper 1s based selely
on a atudy of relevant documents issued by the Armed Forces
Security Agency (AFSA-1l) in their TIOOM Document Folder (DF)
Series. The great majority of these documents are translations
from the German of material pertaining to signals dommunications
which the Target Intellipence Committse (TICOM) was able to
salvage as cryptologic targets in German and German ecoupied
territories on the continent of Europe were overrun by the
advancing Western Armies in 1945, In addition to the discoveriee
of important Axls eryptologic caches, the interrogations of Axis
eryptolozic experts and the tréatises written by some of them in
the postwar era concerning their wartime activities have sdded to
the amount of valuable documentary material,

B. Homs=Work of Former German Cryptolosic Experts
1. Importance of These Man

Of the treatises written in the postwar era, those
written by the following eryptologie experts were found to be
the most useful sources of information on Russlan Cryptology:

Alex Dettmann, the former chief of the Russian Section
?g the Signel Intelligence Agency of the German Army High Command

Wﬂﬂ NA).

Rurt Friederichsohn, a linguist and eryptanalyst with
the German Army Signal Intelligence Regiment (KONA 6).

Adolf Paschke, the last head of the German Forelgn 0ffice
Cryptanalytic Section (Pers 2ZS8).

Wilhelm Fénner, the former chief of eryptanalysis of the
Signal Intelligence Agency of the Supreme Comnand German Armed
Forces (OKW/Chi).

Wilbelm Flicke, formerly chief evaluator and the officially
designated historian of the Sipgnal Intellipgence Agency of the Supreme

Command German Armed Forces (OKW/Chi).

These men were key figures in the various German Signal
Intelligence Apencles and there is no question but that they can
ep2ak with authority on the subjects

20 Rellabllity of Their Lvidence

A general agreement regarding the detalls of many Russian
systems 1s evident in these treatises. Only in a fow instances may
discrepancies be found. The information on the whole geems to be
authentic and there is little reason to question the sincerlty of
theae men. While these sources of information are of'ten not se
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extensive and detailed as one mipht wish, it must bs remembered
that these German nationals prepared their home=work from memory
wlthout benefllt of extensive files which had long since been lost
or destroyed. Of course in many instances, the descriptions are
substantlated by captured documents which were obvioualy written
before the German capitulation.

Cs The Great Cryptanalytic Effort of the Germans Apainst Russia
1. The Continulty of Effort

That the German ¢ryptanalytic effort againstRussiasn
military communicationa was very great 1s quite clear from even
a cursory examination of these sourcesa. And their undoubted
guccesses in thie field was due, according to Alex Dettmann,
primarily tc the faect that systematic observation of Russian
military and political radioc traffic and the cryptanalysis of
it was bepun early. While Dottmann certainly was not there at
the beginning of the organization of German eryptology, there
is available one source, namely Wilhelm Femner, who was there,
and is, therefore, in a position to give a detalled history of
the skeleton forerunner of OKW/Chi and its connesctions with the
other branches of the German Intellipgence Service, When Germany
collapsed in the fall of 1918 the Office of the Chief of the
Signal Service was dlssolved and of course all cryptologic work
was supposed to be dlscontinued, However, Fenner astates that
he and one other man, Peter Novopaschenny, a former Imperial
Ruasslian Naval Captain, supposedly a director of the Czarist
Russian cryptanalytic service amainst the German Baltic Fleet
durinm the first World War, beman in the autumn of 1921 the
eryptanalysis of the telegrams to and from the Russian Mllitary
Attachd’ in Berlin. Thus did the Germans begin the rebullding
of thelr CGryptologie Asencies and such was the success that
"Chi" itself (thore were live other major German eryptologic
agencles) in 1945 boasted that it had an invisible seat in the
cablnets of more than 30 foreign povernments, monitored currently
some 300 cryptographic systems and read about 175 in 28 different

lanpuages.

The development of Russian eryptography shows how
lmportant it is to start decryptment of the eryptograms of a
country whenever possible at a point where the cryptography of
the country in question is still primitive. It is then necessary
under all circumstances to continue observations of the traffie
without bresks even for a brief poriod since otherwise ones own
signal Intellipence finds 1t difficult or even impossible teo
keep step with developments. The Gormans did preserve such a
continuity of effort against the Kussieans and as a matter of
fact their continulty in this case was not even broken by the
events of 1918, since Adolf Paschke says he was summoned in 1919
to the German Foreipn Office as an expert in cryptology having
had experience in cryptanalytic work with the Signal Service
during the war 191l - 18, and that during the years 1919 = 20 he
did work through all the cryptosraphic material of the Cszarist
Forelgn ilinistry which had besen preserved and made avallable to

2. The Successes

Mention of the followinp German cryptanalytic suctesses
apgainst the Russians during YWorld vYar II is made in Volume I of
the TICOM history produted at AFSA entitled "European Axis Signal
Intelligence in World War II as revesled by "TICOM" Investipations
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and by Other Prisoner of War Interromations and Captured Material,
Prinecipally German":

8« The Signel Intelligence Apgency of the Arwy High
Cormmand (OKH/GA NA) established Russian army order of battle and
location of strategic reserves from early in the war
1043. This was mccomplished through traffic analysie and erypt-
analysis of Ruseien 2, 3,  and 5 figure codes (both Army and
Peoples Commlssariat).

bs The Signal Intelligence Amency of the Alr Force High
Command (OKL/LN Abt 350) by eryptanalysis of Russian Alr Force .
grnund-to—ground 2=fipure, 3-figure, and li~figure edministirative
ard operationsl codes, and some S-figure codes, provided a complete
order of battle for the Ruseian Air Forces from 1937 until the end
of the wdr. From partial decipherment of air-ground trafficg from
plane-to-ground redio-telephone monitoring, and from radio-direstion
finding of bombers when airborne, this agency was able to glive
accurate warnings of all Russian long=-range strategic bombing raids.
Also from cryptanalysis of esach Russisn Air Army's 2-Ti-ure, 3~
figure, and l~ficure traffic, from traffie analysis, from plane=-to-
plane radio-telephone monitorinz, and from radio dlrection=-rinding
of planes in flight, 1t was able to warn German ground forces and
fighter squadrons of impending operations by Russlan fizhters and
fizhter bombersa.

De Interrocation of Japanese Cryptologic Persomnnel
l. Difficulties in Obtaining Information

In eddition to the German sources of information there
must be mentioned the fact that due to the eminent success of
TICOM operations in the European Theatre of Operations, similar
measures were taken for the exploitation of Japanese eryptelogic
targets. For various reasons, chisf of which were the diplomatic
nature of the surrender and the delayed occupation, TICOM sctivities
in the Pacific Theatre did not meet with a similar success. The
Japanese suthorities in the rield of Signal Intelligence, having
resovered from the initial numbing impect of the surrender, were
able to destroy much which misht have been of importance and to
instruct their subordinates reparding the extent to which they
should cooperate with the investigating parties and the amount of
information tec be revealed. It was found, however, that the
Japanese did achieve some degree of success in the cryptanalysis
of Russlan systems,

2. Rellsbility of this Evidence .

A study of the translations of the TICOH interrogations
of the Japanese so far issued in the DF meries gives the impression
that this source of information is rather vasue and clouded as
rezards the treatment of Russian eryptology. There is ¢ertainly
not the sincerity and straightforwardness of thought that 1s evident
in the German material on this subject. Thls source seems to add
lictle to the information on Russian eryptology obtained from the
German material, and this 1s to be perhaps more or less expected,
since 1t 1s estimated that the six main nrggtolagic organizations
possessed by Germany during World War II d a total stre
ineluding flield units and overhead of approximately 30,000 pereons.

e
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E:. Evaluation of the Evidence
1. Incomplete Coverape
While it is evident from the above outline of the sourges

of information that muich may be learned regarding Russian Cryptology,

especlally so from captured German documents and interrogations of
formér German slpgnal intelligence experta, it must be emphasized
that since all the TICOil materlal in repository at Government GCom=
municatlons Headquarters (CCHQ) and Armed Forces Security Agency
(AFSA) has not yet been processed (1951) and since the total of
processed material from AFSA on file at Gﬂ'mgﬁannta only a small
percentage of that issued, it is quite possible that the results
of this survey might be augmented and some detalls revised if a
more complete examination were possibles Only translations of
TICCM documents issued in the DF series have been examinsd; other
TICOM doeuments, such as those issued in the D (Document) series
and I (Interrogation) series may throw further lisht on the subject.

2+ OCriterla for evaluation

Details of the organization of the Russian Commmnications
Security Organization and descriptions of the eryptographic systems
used together with the areas, authorities, and dates of issue and
recall are here summarized from the documentary material that is
available. A complete listing by DF number and title of sll, the
documents studied will be found in Appendix A.

The following eriteria for evaluation will be followed
in this paper: :

g+ Ceptured documents are considered the more
reliable.

be The German interpretation takes praference
over the Japansse,

¢. In the case of dependence on reports written
after capitulation the version of Alex
Dettmann 1s taken above all others inasmuch
&8s he was not only the chief of a department
spanialuinﬁ in decryption of Russlan systems
but also had a continuity of successful effort
in this field for over ten years.

3. The Period of Velldity

The period of valldity for the statements made in this
paper will cover roughly the period 1935 to 1945, unless otherwise
spacifically statede It was during this period that the Germans
who are our main sources of informetion, made their great crypt-
analytiec effort and achleved mahy successes in reading the ciphered
communications of the Russiansy It should be noted that we have
here retained the Russian nmomenclature as interpreted by the Germans
during that pericd. Thus, for example, the term NKVD {Peoples
Commissariat for Internal Affairs) is no longer current, the squive

aelent organization now being called WD (Ministry of Internal Affairs). _
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II.

CRGANIZATION OF CRYPTOLOGY IN THE RED WORKER AND PEASANT ARMY
A: The Various Sections of the Red Army Ingeped in Cryptology

The highest agency for eryptolopgy in the Army and Alr
Force of the UsS.S.R., both for Communications Security and
Commnications Intelligonce as well as for the related technleal
fields, is the Bth Seetion of the General Staff of the REKA (Red
Worker and Peasant Army) in Moscows Directly subordinated to
it are all Bth Sectiona of the front staffs, armies, and corps,
and all 6th sections of divisions and bripades as well as the
SHO (cipher sections) of the lower echolons., After July 1942
the desisnations of the cryptographic sections of armlies and corps
seem to have been changed to 6th Sections.

B. The Authorized Strengths as of ;2&3

From numerous P/W interrogations of Russian cryptographic
officers, the Cermans reported the authorized strengths for these
oryptographie sections in 1943 as followa:

General Starf 8th Sectlon Cryptographic Group 1100 men

Front Staff 8th Section Cryptographic Section 65 men
Chief' has rank of Colonel.

Staff 6th Section 20 to 22 men Cbhief has rank of Lt. Colonel.
Corps Staff 6th Section 10 men Chief has rank of Major.
Division Staff 6th Seetion & to 6 men Chief has rank of Captain.

Drigades and other units subordinate to a division down to battalion
have only a eryptographic officer assipned te the regponsible staff
as "Assistant to the Chief of Staff for Special Communications".

Cs The 8th Section of the Gemeral Staff in Moscow

1. The subdivisions

The 8th Section of the Cenerasl Staff of the RKKA in
Moscow 18 said to be subdivided aceord to 1ts dutles into three

groups, each of which & asumes a number of functionss

Group I. Cryptopgraphle

1, Administration and personnel.

2. Development and current improvement
of eryptographic aystems.

3. Introduction and distribution of
Cryptographic materials,

lis Registration of all enerypted messapes
in operatlional and tactlecal systems.

Group II. Cryptanalytic
1. Cryptanalysis of foreign eryptographic
systems, ¢
2, Commitment and orgenization of radile
reconnaisance,

¢ Bvaluatione
s Archives for captured documsnts.
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Group III. Technical

1. Development of cipher machilnes
ané testing of proposala in this
fleld,

2, Development of mechanical aids,
possibly eryptanslytic machines;
may also be concerned with the
%gmmt!.m of infinite dj.i!;t l;guancas

be distributed in the form

"Blolknots™ (one time additive pads).

2. The leut;._ana url the Gmtogg_ﬂ_ﬂ&ic Group

‘Group I or the Ormtng:uphic Group 1s for all practical

purposes, the administration of the 8th Section. In close contact

with the NWRVD (Peoples Commissariat for Intermal Affalrs) it is

responsible for seledtion and maintenance of eryptographic personnel.

g sots up tralning courses and distributes the trained men according
needs.

The preparation and distribution of new eryptographic
materials as well as the withdrawl of those to be replaced was
exclusively the duty of Orowp I of the Oth Seetion of the General
Staff of REKA in Moscow till March 1942. In this way a unified
direction and control was possible and the issue of only & few
goneral systems had the advantage that these were well mastered by
the cryptographic personnel and that errors in encryptment could
ﬁmmlly be avoided. It is obvious that this type of unified

rection was also of great advantape for German cryptanalysis because
a concentration of homogensous traffic made possible a break into
Russian systems and the relatively lons period of usa of the single
system made possible the expansion of these breake by tlsCermans.

3. The Control of the Peoples Commlgsarist for Internsl Affairs

Thet the NEKVD exercised an everall control in the
compllation and distribution of uryptagraphiu materials and &
survelllance of nryptog:phic peraonnel in 1939 is definitely
proven from a Russian ument, "Regulationa for Staffl Cryptographiec
Sarvice in the Red y" (DF 95)s The document captured by TICOM
is the German Wkranslation of the Russian rewulations published by
the 8th Section of the General Staff of the Red Army loscow, 1939,
The following excerpts from this document should be sufficlent:

Para 9. "The entire work of the staff oryptographiec
units in the Red Army iz directed by the
chief of the war commissar of the Red
through the 8th Section of the Goneral Staff,
I:éa}:_hﬂir ten:hnil.cﬁ {npggial} aetiviéi;: the
a I cryptopgraphic units are de v
instructions of the 7th soctioﬁf the Main
Administration of 3tate Security of the
Peoples Commissariat for Internal Affairs
of the Soviet Union (GUGB NEVD S3R)."

Para 20, "Ciphers, their component parts, the
Instructions for their use, are compilod,
put into foree, and declaved iInvalid, in
the Red Army only by the General Staff of
the Red Army through the Oth Section of
the General Staff. Every ecipher must be
worked out in agreement with the 7th

-9-
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Section of the Maln Administration of State Security
of the Peoples Commissariat for Internal Affalrs for
the Soviet Union,"

e A Strict Selection of Persommel

In the gelection of communications persomnel, in
particular those dealing with cryptographic material, extra=
ordinary strict standards were applied until the be
of 1942; A1l those engaged in the Oth Section or its suborde
inate organs, even down fto the last "SHO" so-worker in the
emallest unit had to be old party members and absolutely
roliable in their political attitude. In the final analyeis,
therefore, the selection of this persommel was completely under
the control of the NEVD,.

Likewise, the two special schools for eryptographic
parsomnel in Hoscow and in Tambov wers conducted by the NKVD,
Bofore the war and down to early 1942 the period of training
at these achools was six months, Besldes training in the
handling of the most varied cryptographic systsms, there was
taught in condensed form the history of eryptozraphy and the
fleld of cryptanalysis was touched upon briefly, However, it
is certain that no decryption of any type of forelpn érypte-
grams was taught or practised at these achocls and that the
brief glimpse of eryptanalysis was only intended to demonsirate.
to the pupils that such a thing existed and to train and inspire
them to precise, responsible use of cryptographiec material. On
completion of this training course for the perfection of officers
ol m sta.ff cryptographic service (KUKS) an examination was
raqg -

5. The Gemeral Reorganization of 19L2

The REEA as a whole underwent a speedy reorganization
during the first winter (1941-}2) of the war with Germany., Aall
measures which up till then had given the war on the Russian side
a Communist-International character were very cleverly changed
and the war was declared a campalgn for the froeing of the Father—
land -- the Patriotic War with the German Pascist Aggressors, The
NEVD has a system of political puidance and Imdarshg. reaching
from the General Staff of the RKKA down to company platoons. In
addition to the offiecial representatives of the NKVD there are
Bocret agents from the ranks of the Red Army workins under them,
whose task it 1s to recopgnize and report in thelr initial stages
any movements hostile to the Joviets, Arrest and punisimont 1lie
in the hands of courts martial condusted by the NXVD. In the
roorganization the political commlssars who up t111l then had to
countersipn every ordsr of the commanders and axercised an often
fateful influence on the morale of the troopa, dissppeared officlally,
Hovertheless an invisible political surveillance by the NKVD
continued, unrelisble commanders were transferred and thue dis-
appeared more or less without attracting attention.

6« The Decentralization of Producfion of Cryptosraphic Systems

The rapid Cerman advance during the summor and cutumn
of 1941 with great encirclement battles and unforseen flank and
pincer movementa inevitably resulted in the Cerman ecapture of
numerous Soviet oryptographic documents of the Army and Air Force.
Sinece when they were used universally the capture of a single copy
was sufficient to compromise the system of the entire front, it
was obvious that the Soviet Supreme Command had to make a change
as quickly as possibles This basic change in the organization
of the eryptagraphic servise in a period which was exceedingly

- 10 =

N-07-p 2eq vuvn TF 4y
T M0ETLTUNN: Kiuopny




critical for the USSR wus put through in the notably brief period
of three months, using threats of the severest penslties for any
delays or contreventions, and by the expiration of the month of
Karch 1942 was everywhere completed. In contrast to the
centralization of pesacetime, the production and distribution of
cryptographic material was now decentralized. Group I of the

8th Section of the General Staff of RKKA in Moscow remained
responsible only for the issue, recall and replacement of the
operational S-figure code (Chiffre) and had to provide eurrent
means of reencipherment (additive sequence) for this cryptographic
system. All radio messages in this most important Ruasian
system were sent in the original, after they had fulfilled thelr
immediate purpose, to Group I of the 8th Section and were here
sorted and filed from the point of view of military history.

They were intended to form the basis for a subseguent general
staff study.

With the decentrallization, all cryptographic systems
used at the front - called since them SUV, {camouflaged comnmunica-
tions of the Command) - were worked out by the Signal officers
of the immediately superior units, were issued at their discretion,
and were likewise replaced when there was danger of compromise.
The systems thus originated wers distributed to the subordinate
units and to the neighbouring organization - from left to right.
For the setting up end working out of SUV systems by the
individual Signal Chiefs a scheme was worked out by the 8th
Section of the General Staff in Moscow which outlined in e
general way the size and type of such cryptographic systems
but contained no directive regarding the choice of the
reencipherment.

According to Alex Dettmenn it 1s solely due to this
change in the organization of the eryptogreaphic service that
the readebility of Russlan army messages became much less and
that the capture by the Germans of such eryptographic systems
no longer represented a denger to the entire front. The
multiplicity of these systems, the relatively slight amount of
traffic on the individual net and the short period of use made
anelysis extremely difficult and often made the work on very
small groups of messages an impossibility. If in spite of this
it was possible for the Germens right down to the final days
of the war to provide their High Command with importent
information, often when their own communications system was
having great trouble, that was due exclusively to the fact that
the former German Army had plenty of trained and experienced
cryptanalytic personnel.

"\ 7. The Reduction in Training Time for Personnel

The heavy losses suffered by the Russians in the
summer and autumn of 1941 waes also felt among their cryptographic
personnal. It became necessary to change the requirements
regarding selection and to reduce the period of training at
the special schools for cryptographic personnel. The Russian
with his ingrained tendency to allow only the smallest possible
number of people any insight into secret matters had not been
able to make provision for the loss of trained people and
provide trained replacements at once; he was therefore obliged
to give up an all too strict and thorough selection of
cryptographic personnel. Since 1943 non-members of the communist
party could be employed as cryptogrephers, if they were otherwlze
dependable. The period of training whlch was first reduced to
three months was agein reduced and since 1943 was only one month.
As a result of the heavy losses, the personnel strength of all
the Bth and 6th Sections had to be sherply reduced and the heavy
losses of officers in particular resulted in the employment of
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civilian officials as directors of the 6th Sections with
brigades and divisions.

As a consequence of the cuts in personnel and training
time which occurred in various parts of the Signal Service in
1942, the performance and relisbility of radio operators and
cryptographic clerks suffered. More errors occurred in encrypted
messages and frequent requests for repetitions or for changes
of key were noticed by the Germans on many Russiesn links. This
fact is doubtless one of the reasons for the rapid extension
of Baudot lines in internsl communications since in this way
it was possible to spare communications personnel in the
interior for service at the front. Whether in addition to
Baudot, cipher teleprinters, speech scrambling machines, or
pure cipher machines were also put into use on internal cirecuits
is not quite certain. However it seems definite that traffic in
machine systems had not appeared on military circuits up to
May 1945. Dettmann is of the opinion that the Russian prefers
manuel methods of encryptment, all the more so since he has
found in the use of the one-time additive the i1deal method of
re-encipherment.,

8. Security Measures

Interesting and illuminating as regards the importance
of secrecy in the Russian Cryptographic Service is the fact that
the sections working with ciphers at the individual staff could
only be entered by the Commander, his deputy, and the higheat
pollitical functionary (NKVD), and that, aside from the Section
Chief of the moment, only these had the right to check the work
of the indlvidual cipher clerks. The cipher clerk, however, was
only permitted to take orders from his immediste superior,

i.e. the chlief of the section concerned. Since the chlef of the
cipher section, at least in the first year of the war was an
old party member and thus very often closer to the political
functionery of the unit than the commander, there were often
disagreeable conflicts which might ultimately lead to an
absolute split between the politicel and military leadership.

In any case down to the middle of 1942 it was practically
impossible for the Commander to send a report by radio without
the knowledge and counter signature of the Commlssar whether to
a superlor office or only to subordinate formations. This
untenable situation ceme to an end with the basic changes in the
course of 1942. The competences of the politicel leadership
were clipped iIn harmony with the proclamation of the war as a
Fatherland crusade and the commanders now obtained the right

to meke their decisions themselves. Practically, however,
everything remained the same, since the Commissar still had the
right to read a2ll messages end could, 1f he chose, use these

a8 proof against the military leadership.

That the NKVD was ever present in the Russisen
Cryptographic Service is seen from the followlng references
to security to be found in the above mentioned manual,
"Regulations for Staff Cryptographic Service in the Red Army",

Para 5. "The destruction of cryptographic issues which
have been declared invalld is carried out by the
cryptographic units of districts and army staffs
on the basis of instructlons from the 8th Section
of the General Staff of the Red Army. Destruction
is in accord with instructions given in Section
114 of these regulations but only in the prasence
of & reprecentative of the 7th Section of the GUGB
NEVD S58R (7th Section of the UNEVD)."
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Para 123. "If any breach of theses regulations or any absence
of basic documents is disclosed, the chiefl of the
staff eryptographic unit inspected is obligated
to take steps immediately to eliminate such
breaches and alasc to search for lost documents,

At the same time a report is to be made to the
cryptographle unit of the next higher staff, to
the Bth Section of the General Staff of the
Red Army and to the locsl orgsn of the NKVD,"

In connection with security measures it 1s interesting
to note that as early as 1939 the Russians were awares of the fact
that radio is not the most secure means of communication and
that the use of land linesz whenever possible was ordered.

Quoting agaln from the above manual:

Para 27. "Ciphers sre intended exclusively for the
transmiseion of strictly sscret and secret
messeges of an urgent nature. The transmission
of enciphered messages by radio is only
permissible in exceptional cases, i.e. in default
of wire connections, whereby the special
instructions of the General Staff of the Red
Army are to be followed,"

9. Difficulties in Subdividing the Functions of the 8th
sction of eners afe

The organizatlion end functions of the Cryptographic
Group (CGroup I) of the 8th Section of the General Staff of the
RKEA in Moscow have been covered in some deteil and the overall
control of the NKVD, visible or otherwise, in these matters
seems beyond question. While there is general agreement as
regardas tho functions of Group I there seems to be some doubt
concerning those of Group II {Cryptenalytic) and Group III
(Technicel). Alex Dettmann, the former chief of the Russiaen
Section of OKH/Gd NA points out that the structure of the 8th
Section of the General Staff in Moscow and its functions could
not be the subject of enciphered communicetions and that
kncwledge regarding 1t must be secured from other sources,
Dettmann, maternally of Russian stock and an expert in the
language, claims to have personally conducted many of the
interrogationa of prisoners and deserters suspected of having
had official connection with these matters. He is quite definite
in the statement that the 8th Section of the General Staff had
a group engaged in the cryptanslysia of enciphered enemy reports,
(DF 112 and 196). This was also undoubtedly the official
opinion in the Signal Intelligence Agency of the German Army
High Command as expressed in a captured document from that
agency dated to 1943. (AFSA-1ll; Serial 5/49). However, one
discordent note is found in the report of an Interrogation
conducted by Serglus Samsonow (the deputy of Dettmann and also
a key figure in German Army Signal Intelligence) in 194i.
(DF 89). The Hussian prisoner who was evidently especially
interrogated by Samsonow, was a former chief instructor in the
Cryptographie School at Tambov. In the translation of this
German report there 1s found the following:

"Cryptanalysis and cryptographlc security astudy ie
not carried on within the Red Army. Sections concerned with
such dutlies ero assigned nelther to the General Staff nor to
the subordinate staffs. The interception of enemy radio traffic
is controlled without exceptlon by the 5th Secticn of the NKVD
in Moscow. This Sth Section of the HKVD is the only orgenization
that 1s concerned with cryptanalysis and security studies. Paviov
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Imows nothing further on this organization or the nature and
results of 1ts operations. The introduction of & new code or a
new aystem by the 8th Section of the Ceneral Staff is carried
out in all cases only with the approval of the Sth Section of
the NKVD, where the "security®™ of the proposed system is tested.
Thers haa often been discussion that the control of the Bth
Section of the General Staff lies in the hands of the chisf of
the 5th Section of the NKVD., Within the army there is actually
only work with direction finding and the interpretation of
enemy call signs,"

Hote that the control exercised by the NKVD over the
introduction of new cryptographic systems wae reported in the
excerpts from "Regulations for Staff Cryptographic Service in
the Red Army"™ (1939) as being not in the Sth but in the 7th
Section of the Main Administration of State Security of the
Peoples Commissariat for Internal Affairs of the Soviet Union
(GUGB NKVD S3SR),

Furthermore it may be safely assumed that the
conclusions expressed in the translation of the ceptured document
(APSA-1l Serial S5/4,9) were the result of the sifting of many such
interrogations by the Germens and that the 8th Section of the
General Staff in Moscow wee thersfore engaged in the cryptanalysis
of enemy radio traffic with an overall control being exercised
by the NKVD,

But in view of what has already been pointed out
regarding the Rusaian concept of security, 1t seems hardly likely
that these prisoners would be able to give many detalls regarding
the technical work of the 8th Section of the General Staff and
certainly no details of Russien successes in cryptanalysis, since
Eeraonnul possessing such technical knowledge would not have

een found by the Germans in & combat area., Even in the Tleld
¢l cryptography, the Germens found that again and again they
themselves were coften better informed regarding Hussian systems
than the cryptographic officer being cuestioned since he imew
cenly his own system, the one he was working with at the moment
end could tell at most the systems with which he had worked

Ernvioualza
10. The Functions of the Cryptanalytic Group

The cryptanalytic group or Group II of the Bth Section
of the General Staff in Moscow is said to deal with the
cryptanelysis of foreign cryptogrephic systems, the organization
for traffic analyeis and interception of such systems, and the
evaluation of the products of traffic snalysis and cryptanalysis.
Lettmann writes that according to the statements of prisoners,
deserters and agents, primery importance was given traffic
analysis, direction finding and obssrvation of operations while
cryptanelysias was able to show only scant results in spite of
extenslve employwent of personnel. Howsver, considering the
Russian mentality, their aptness and talent for mathemetical
mattors and secret affairs, it would be very strange indeed, if
the lerge staff of scientific employees, including linguiasts and
mathematicians, said to have been sctive in eryptenalytic work
in the Bth Section of the General Staff in Moscow did not achieve
&t least some success In this field.

While very little 1s known regarding the successes .
or lack of successes of the cryptanslytic work in the 8th Sectlon
of the General Staff of the RKKA in Moscow, it is clear that
Russian traffic analysis was eble during the war to achieve
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very considerable successes to the sorrow of the German command
by intensive use of men and equipment and uninterrupted observation
of wvarious German circults. Thus for instance the Russians
monitored with great persistence the arrival and departure of
German planes at all sorts of mirfields. An antigquated system

of call sign= on the Germen part often gave them 2 chance to
determine the number of plenes and their type and to recognize
what they were doing. Far more unpleasant for the German front
in the East, which wae often very thinly held in insufficient
depth, wes the fact that the Russians by studying Iindicator
groups and by direction fincing recognized the jointa in the
German front and concentreated their attacks on these points which,
as sveryone lmows, are likely to be the weakest. This is the
consldered opinion of Alex Dettmann.

Especlally interesting from the point of view of
Russian techniques in traffic analysis is DP 13, "Hanual for
the Analysis and Utilization of Radio Intelligence Material."
It is a dreft trenslation of a Russian manual published by
the Intelligence Department of the General Staff of the Red
Army, Moscow 19lli. Chapter I deals in detail with the information
to be obtalned from radio intelligence, its importance and
method of utllization, Chepter II covers the basic types of
radio nets, Chapter III 1s on direction finding service and
analysis of bearings, and Chapter IV gives methods of ansalyzing
and utilizing radic intelligence data. Thlis Russian manual was
designed for the tacticel level and careful perusel of it leaves
the impression thet the Russlans possess & highly sophisticated
concept of communications intelligence. And If this be so then
it is probable that they are equally proficient in the reslated
field of cryptanalysis, .

Thls assumption is further confirmed when.it is
realized that from the degree of-security evidenced by the
cryptograms oIl a given country can be deduced with absolute
certainty the existence and extent of a cryptanalytic unit and
ite direct influence on the cryptographic systems of the
country.

For example, when simple codes and superencipherments
are used slde by slde, then in times of increassed activity
experience shows agaln and sgain that if adeguate controls
are lacking code clerks pressed for time encrypt meazsages with
secret content in simple code in order to save the time required
for enclipherment.

Proof that the cipher personnel has not been trained
by experts of the cryptanslytic service eand is not constantly
supervised by such exports is found also in less pronounced
cases, such as, carelessness in giving preference to certain
indicetor groups or the often unconscious preference for certsain
rows and similar phenomens of which the code clerk is
unconsciously guilty.

If, now, such breaches of security are not to be
cbserved in the encrypted traffic of the USSR or are limited to
rare exceptional cases, it 1s possible to deduce from this
feact that the Russien cipher personnel is either far superior
to that of other countries in training and awareness of its
obligations or that the handling of all systems by the cipher
peraonnel 1s subjsct to such strict and regular control that
such errors or habits are either avoided entirely or are
discovered at once and stopped. Since the former possibility
ia not very likely, only the second explansation remeins.
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Furthermore it must be essumed that this control =
bacause of ite effectiveness - is in the hands of cryptologists
because only they have the necessary experience to recognize
at once all mistekes which eare likely to compromise a system.

1le The Functions of the Technical Group

Dettmann reports that before the reorganization of the
RKKA in 1942, the task of working out new cryptographic material
was divided between Group I (Cryptogrephic) and Group III
(Technical)., While the technical group undertook the purely
theoretical development according to eryptologic principles,
the cryptographic group checked these with respsct to sultabllity
and convenience. That is, the eryptographic group hed the final
(RKKA) word aa regards introduction and distribution of
cryptographic materials. | The generation of infinite digit
sequences to be distributed in the form of one time additive
pads was also probebly done by the technical group. The
compilation of systems of call signs and the allocation of
wave lengths 1s said to have likewise been done by this group.
The technical group seems therefore to have been concerned with
the actuel production of eryptographic materisls. Beyond that
it 1s supposed to have been occcupled with the development of
clpher machines, possibly also cryptanalytic machinery, and the
checking of inventions and proposals recelved from outside
sources. After the shift in 1942, 1t is said that the technical
group devoted its principel attention to the development of
Baudot equipment snd circuits,

12. An Opiuion Regarding the Future

It has been polnted out how the development snd issue
of cryptogrephic material in the Red Army was centralized up
to March 1942 in the 8th Section of the General Staff in Hosoow
and how the course of the war with Germasy brought about the
decentralization which was in effect untiz the end of that war
in 1945. As regards the future, Alex Dettmann ventures the .
opinion that the Bth Section of the General Staff in Moscow may. Hﬂ,ﬂ"z
now that the war is over, return to the former centralizetion 4 -3y
of the development and lasue of cryptographic masterisl., There “
are two very good reasons for the Russians to make such a
change. In the rirst place, the administration and control of
the elaborate apparatus can be handled much more easily in this
way and, In the second place the sole reason for the change in
1 - the possibility of capture by the enemy of secret
documents ~ no longer holdas.
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III. ORGANIZATION OF CRYPTOLOGY IN THE PEOPLES COMMISSARIAT FOR
INTERNAL AFFAIRS

A. The Vastness of the ﬁggnratun and the Consequent Need
for a Communications System
Before presenting the few detalls that are known
concerning the organization of Cryptology in the NKVD (Peoples
Commissariat for Internal Affairs) it might be well to stress

the importance of this orgenization in the political, military,
and economic 1life of the Soviet Union.

The basic task of the NKVD was to assure the
continuance of the political atructure of the USSR. To carry
out the necessary measures the NKVD hed at its disposal various
types of troops of 1ts own - NKVD troops - which were assigned
and employed according to need by the Central Office in loscow
(GUP NXVD, Central Administration of HXVD Troops).

From an evaluation of the results of traffic analysis
and cryptanalysis on Russian trafflc the Germans wers able
to establish the followlng catagories of NKVD troops:

Troops of the Interior - The "Political Section NKVD" has an
sxiensive network of agents to note any trend hostile to the
Soviets. The actual combatting of any such movements is by
contingents of these "Troops of the Interlor.” When there was
an occupation of foreipgn territory during the war, the number
of political sections Increased materially with consequently
8 very great increase in the number of contingents of "Troops
of the Interior" NKVD.

Escort Troops - The sending away of politically unreliabie
elements, surveillance, and control of concentration camps as
well as the setting up of penal camps and penal battalions
fall in the province of the "Escort Troops" NXVD,

Frontier Troops -« Because of the special politieal structure
of the USSR, Lt was necosssry to provide for sealing the
country hermetically from the outside world. This is the
function of the "Frontier Troops" NKVD, Corresponding to
their task, these troops have alrcraft available and along the
water boundaries, appropriate watercraft. Before the war these
troops were deployed along the actual frontiers but with the

. outbreak of hostilities regiments of "Frontier Troops" NKVD
woere employed some 30 to 60 kilometers behind the combat units
of RKKA (Red Worker and Peasant Army) to form an unbroken, very
mobile, and deeply deployed security szone. HKVD forward staff's
controlled the employment of these regiments; these staffs
were located in the immediate viecinity of the forwerd staffs
of the Army but received their orders from HKVD headquarters in
Moscow. The task of this security zone was to prevent desertion
and infiltration of enemy agente by sealing the sector of the
front from the rear area; by mopping up pockets, and clearing
areas near the front of cut-off enemy troops and bsnde; by
romoval or resettlement of the populace for political reasons;
by return of population for repalr or new construction of
roads, defense installations, air fields, and plants of value
to the military economy; by guarding supply: and by collecting
and transporting priscners to the rear.

Railway Troops = The entire economy of the Soviet Union, in

particular EEE military economy and transportation sysiem are

under very sharp control and thue under the influence of the

NKVD. Vhereas before the war this control could be exercised

through the locel organs c¢f the MKVD, after the outbreak of

hostilities 1t became nanasuur% tc take over also the protection
s
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of the reilroads along with their control and for this purpose
especially trained troop contingents, "Rallway Troops" NKVD

were formed. They guarded transports, depots, bridges, junction
points, and important as well as threatened atretches of

railway track.

Operative Troops - In various phases of the war ths need
appeare r very daring and reliable unlts at danger pointe
in the line or at points of concentration. Such elite troops
were formed by the NEVD and assigned to divisions of the REKKA
armies as "Operative Troopas" NKVD,

In addition te the major tasks already outlined the
NEVD wae charged with the carrying out of the following
supplemental tasks: (1) The political training of the RKKA
by means of political units, political commissars, ete.
(2) The training of a number of militery speclalists, such as
sharpshooter units; selection and training of all replacements
for medium and high-grade officers in the RKKA, and all technical
signal personnel including those engaged in cryptogrephic work.
IB?QTha conduct of training schools for dogs and carrier
pigeons. (L) The combatting of espionage, sabotage and the
activity of enemy agents. This work was done by the SMERSH
(Death to Spies), an ageney under the control of the NKGB
(Peoples Commissariat for the Security of the State). (B5)
Direction of the activities of partisans end the training of
egents for work behind the Germen front., (6) Mobilization
and drafting of recrults for the RKKKA. (7) Recrulting workers
from among the people of occupied areas into labor battalions.
(8} Integratlion of armies and units of foreign nationality into
the framework of the RKKA,

¥With such a powerful organization having tentacles
which reach into the furthermost crevices of the political,
military and eccnomic life of the Soviet Union, it 1s obvious
that the NKVD must also heve possessed a far-flung communicationes
complex and cryptographic systems of its owm.

B. The Centralization of the Froductions of Cryptographic Systems

It 1s sald that the Central Office for the cryptogrephic
service of the NKVD orgens was locatsd with the GUP HKVD (Central
Administration of NKVD troops) in Moscow. Organization and
functions of this section in the field of cryptology are not
known. In contrast to the cryptographic systems of the Army
and Air Force, mo cryptographic systems of the NKVD were ever
captured by the Germans while they were still in use. At
various points on the front L-figure NEKVD codes éid fall into
the hands of German troops, but either they were then no longer
in use or they represented reserve systems which, due to their
capture, were not put into use. Consequently there was never
the urgent need which brought about the decentralizstion alresdy
noted in the case of HKKA cryptography but instead the HKVD
Cryptographic Central Office in Moscow was able to retain the
method of centralization for the production, issve and recall
of cryptographic materisl throughout the entire war., For this
reason the Section of GUP NKVD corresponding to the Bth Section
of the General Staff of the RKKA in Moscow was not obliged to
meke any radical change in the further development of
eryptographic systems but allowed them to remain substantially
unchanged from the time the Germans began systematic observation
down to the day of capitulation. Therefore in splite of the
great number of different NKVD orgsns there was only a.very
limited number of HKVD oryptographic systems in uese and it was
also true that these were valid for a relatively long time,
often more than two years. C%muqunntly there wes ths chance
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for the German cryptanalysts to do extensive work on great
amounts of homogeneous materlal and to accomplish more with
far less personnel against NXVD cryptographlc systems than
was the case with RKKA systems.

All internal radio circuits of the USSR were not
only monitored and controlled by the NXKVD but in many cases
were directed by it and in all probability the GUP NKVD was
also responsible in large measure for the issue of any
cryptographic material which might be used for encipherment
of such internal radio traffic. The Germans of necessity gave
some attention to the interception and decryptment of this
traffic. Among other things, special units were devoted to the
reception of the Baudot traffic passed on many of these circuits
by high-speed transmitters. It is reported that of the entirs
traffic monitored at great expense by the Germans, at best only
10% was useful for economic leaders whils military-political
matters constituted hamily 1¥, From this traffic German
evaluation results lay almost exclusively in the economlic fleld.

C. The Decentralization of Production of Cryptographic Systems
for use of Agents

The NKVD also had an important share in the preparation

and issue of cryptographic materials for partisan organizstions
and for the agents and espionage service. In view of the
initial multiplicity of partisan groups which operated
independently and of the often very extensive employment of
agents and spleas in the enemy's rear, it was necessary to
provide for current replacement of cryptographic systems, in
which connection it was of primary importance that thase

should be convenient, simple to use, and yet secure. This
responsalblility could.not be met by a single-central unit,
however large; therefore the individual partisan staffs,

which for the most part were located in the immediate vicinity
of army front staffs, were assigned the task of producing and
distributing such cryptographic systems, although all of them
were subject to the guidance and control of the NKVD. Although
the systems used in partisan, scout, and agent traffic, from
the simplest to the most difficult, included some which were
neither theoretically or practlicslly capable of solution, it
can be stated with good reason that In many respects much
latitude was afforded the individual Imasgination and discretion.
A norm, similar to that in the SOV systems of the HKKA, did not
exiat. The structure and use of cryptographic meens had to be
adapted here to the momentary needs of agents who often worked
alone.

D. The High Sense of Rasgunsiblligx of Personnel Handling
ergtaggngg ¢ Haterial

Consldering the vastness of the NKVD apparatus and
its consequent use of a complex communications system, one
unique characteristic was noted by the Germans during the war,
This 1s the high degree of tralning and the sense of
responsibllity of NEKVD personnel which prevented any
cryptographlec systems of the WKVD which were still in use from
falling into the hands of the Germans during the entire period
of the war. This is Indeed mmazing since the Germans proved
conclusively time and egain throughout the course of the war
that the complete destruction of all secret documents of &
nation is & practical impossibility., According to the German
eccount of their experiences in the Balkan Campalgn, the Greek
and Yugoslav Governmenta had obviously issued ordera for the
destruction of all secret documents, yet the amount of captured
material was so enormous that 1t had to be shipped in barges
up the Danube to Vienna and from there to Berlin in freight
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cars and nearly two years elapsed before a systematic evaluation
of these documents was finally concluded by the Central
Evaluation Section in Berlin. But during the German advance
into Russla, up to the seige of Stalingrad in 19i2, the
operational area of the Frontaufklarung (military intelligence
in the operational area) comprised upwards of 3 million saq.
kilometers of Russian soil and although many, many documents
hed been abandoned by the Russians in the battle and contrary
to orders, over 3,000 comprising only the most important ones
having then been recistered at Walll III (the German center
for tactical counterintelligence on the Eastern Front), still
no live cryptographic material of the NXVD was found at this
time or even during the entire period of the war. 1In this
connec¢tion 1t might be mentioned that our own TICOM effort
against the Germans which saw the first exploitation tesm
dispatched in April 1945 was eble to salvage approximately
LO0O separate German documents with a weight of about 5 tons
and this does not include materials captured in the heat of
battle and passed to military intelligence for immediate

processing.

F. Lack of German Knowledge Regarding a Russian Organization
for Cryptanalysis

Not a thing 1s known about the possible activities
of an sgency of the NKVD in the fiecld of cryptenalysis. The
subject has already been touched on above in the discusslon
of a simllar function being exercised by the 8th Section of the
General Staff of the RKKA. The conclusion is that the HKVD
is active, whether 1n sbsolute control or merely malntaining
its customery survelllance in a more subtle way, 1t matters
little,

“N-0Z-B 21eq vuvn TF £g
T MI0ETL ONN fiuoyiny

|



Iv.

ORGANIZATION OF CRYPTOLOGY IN OTHER AGENCIES:

A. The External Communications

In the organization of eryptology in the Soviet agencies
80 far mentioned we have been cdncerned for the most part with
strictly internal communications. When we come to an examination
of the external communlications of the USSR, at least three agencies
are mentioned by the Germans as using cryptographic materials
during this period. In the diplomatic fleld we have the Peoples
Commissariat for Foreign Affairs,/ in the c¢ommercial field the
Peoples Commissariat for Foreign Trade, 'and in the commnist-
international field the Comintern as it was called at that time.

B. The Pecples Commissariat for Forelgn Affairs

o mention is found in these sources regarding the
authority for the compilation, issue and recall of the cryptographic
materials used by the Peoples Commissariat for Foreign Affairs. But
in view of what has already been elucidated with respect to the
sctivities of the NKVD it seems probable that here too they exercise
some sort of control. The use by this Commissariat of the one~time
additive pad for re-encipherment of its code is exactly the means
employed by the RKKA for the re-encipherment of its operational 5-
figure Chiffrecode.

C. The Peoples Commissariat for Foreign Trads

The Peoples Commissariat for Foreign Trade alsoc uses an
additive pad system for re-encipherment of its communications. In
fact each Commigsaeriat hes its own code book snd the pad system is
generally used for the re-encipherment of the external communicetions
passing to or from the head offices in Moscow.

D. The Communist-International

Only in the cryptographic systems of the Comintern for
its signal communications with the Communist parties in foreign
countries is there an sxception in the use of the additive pad, as
such, -~ here the most essential parts, the keys for the encipher-
ment, are not outwardly to be recognized as cryptographic material,
ths necessary digit sequences being derived from a book text by
means of a mmemonic key. This development corresponda to the in-
troduction by the NKVD of similar systems in their agent orgeni-
zations and in point of fact one of the functions of the Comintern
12 esplonage, political, economic or military according to oppur-
tunity. While little is known regarding the chain-of-commsnd for
issue and usage of cryptographic materials in the foreign services
of the USSR, the logical surmise is that the NKVD through some of
its many organs exercised its usual survelllance.
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THE BASIC SYSTEMS AS FOUND IN RUSSIAN CRYPTOGRAPHY

A. Substitution Systems

All the substitution systems found by the Germans
in the cryptanslyslis of Russian traffic are definitely code
types. By code 1s meant not only a substitution system of
considerable extent having erbitrary numerical or letter groups
assigned as substitutes for the syllables, words and phrases of
the language but alsc those substitution systems of small size
which have values for elements in addition to single letters
of the language, such as marks of punctuation, the l1-digit
numbers and a few short words which are frequent in the traffic
of the service for which the table 1s compiled. It may be
noted in passing that the only case reported by the Germans
of a true monoalphabetic substitution being used by the Russians,
and that without re-encipherment, was between two radio operators
in traffic concerned chiefly with women. Evidently it was =
personal system being used without authority.. These code systems
varied in size from small signal tebles with 100 groups or less
to large books with 25,000 groups or more. They will be clessi-
fied according to the lengths and types of code groups used in
the substitution process, at 1s, into Z2-figure, 3-figure,
2-figure~letter, etec. The original Russian designations will
be indicated when known. Details of the various methods of
re-encirherment that were used with these codes will be given
under a separate heading.

1. 2-Figure Codes

Small signal tables comprlsing about 100 plain elements
represented by 2-digit numbers were used by the Russians to en-
cipher the operational traffic of the army and army airforce
from regiment down to platoon during 1935 end until the change
in organization of the RKKA which took place in 1942. The
original RKKA designation was PT or chatter table. Signal
tables of similar construction were used by the NEVD in the
communications of their Frontier Troops and Coast Guard Units
during the same perlod, but s=ince the internal arrangements of
the vocabularies of the NKVD tables (recovered by the Germans
only through cryptanalysis) evidently could not be made to
colncide with any of the basic arrangements of those captured
in the "PT" series, 1t is likely that for NKVD usage there was
enother designation. The PT-35 (chatter table of year 1935)
was in use from 1935 to 1939. PT-39 was used during period
1?39-&2; PT-41 during period 1941-45. PT-42 and PT-l43 were
BEl8SO seen.

All these substlitution tables, although differing
in details of vocabulary, the use of variant readings and
switch groups, conformed to the same genersl pattern. The 100
¢ells of a 10 by 10 square table were filled, sometimes in
systematic order, sometimes in random order, with the 30 letters
of the Russlan slphabet, the 10 digits 0 to 9, the punctuation
marks and the frequent words used in operational traffic.
flong both the verticsl and horizontal mergins of this table
the digits 0 to 9 were inscribed in random order ss row and
column coordinates. Encipherment of a particular word was
eccomplished by finding it within the substitution table and
tracing orthogonally outwards from this cell to the row and
column coordinates which were combined to give the 2=-figure
substitution. The enciphered messages were sent sometimes in
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2-figure, sometimes in L-figure groups.

Sometimes varisnts were introduced in these tables,
that 1=, each of the high frequency letters of the language
would be entersd two or more times in the table thus giving
a choice of two or more different encipherments for such a
letter. Sometimes also two different plain values appeared
in the same cell end switch groups were used to indicate which
was to be read. While a awltech group might indicate one of
the meanings, "Take first reading" or "Take second reading",
genurally the interpretation was, "Read the entire word" or
"Read the first letter of the word." 1In the latter case only
one plain value would be inscribed in a cell.

While the internal structure of a table remained
unchanged for long pericds, the external features or row and
¢olumn ccordinates were subject to frequent changes, the in-
tervals varying from a day to a week or longer. These changes
were effectod by means of the so-called "system squares" which
ars merely latin squares of size 10 by 10. The 100 cells of
5 latin square are filled with the digits 0 to 9 in random
orcer dbut in such a manner that in each of the ten rows or in
each of the ten columns thers are always ten different digits.
Since such a latin square gives 10 different choices for a
row coordinate sequence and 10 different choices for s column
coordinate sequence, it is possible through the combination of
one chatter table and one aystem square to genserate 100 dir-
ferent substitution tables.

By writing the days of the month along both the
vertical and horizontal margins of the latin square a key 1is
provided for the choice of row and column coordinate sequences
te be used in conjunction with the chatter table.

All the 2-figure codes of the "PT" series were worked
in this way. As regards the actual mechanical arrsngement it
1= & minor detail whether the 100 different substitution tables
generated from the combination of one chatter table and one
system square were bound in a 100 psge book or whether it was
necessary to meke inscripticns on the mergins of the chatter
table whenever the coordinates changed. It may be pointed out
that all the data may be arranged on one sheet of paper in a
square, size 20 by 20, with 400 cells. This lage square is
divided into four equal quadrants. The upper %ﬁrt quedrant is
the date or key square. If dates are used for keys then it is
likely that only 30 cr 31 cells of the possible 100 will be
filled and the distribution of these datés will be such that
generally only three will fall in any one row or column] The
upper right and lowsr left quadrants contain the system square,
ldentical for each of these guadrents. The lower right gquadrant
is the "PT" or chatter table. | Thus the location of a date in
the upper left quadrant wlll indlicate on the same horizontal

line and in the upper right gquadrant the proper column coordinate |

saquence to be used with the "PT™ table directly below in the
lower right quadrant. Similarly a vertical line from the date
will locate the proper row coordinate sequence. Having selected
the row and column coordinate sequences, encirherment of a text
proceeds in the manner already explained for the single "PT"
table.

In addition to recovering meny of these tebles
aryptanalytically the Germans also captured some of them during
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the first year of the war. And although the point is not
definitely established in the literature examined, it seems
probable that the actual mechanical arrangement was in

neither of the ways so far-s ested. Instead, it is likely
that the "PT" table was 1ssued without inscription of any
coordinates on 1ts margins. On the back of this table there
would be two pockets for holding the system squeres. Two coples
of the system square in current use would be issued to each
holder. By a vertical folding of the system square and in-
sertion in the pocket at the left margin of the "PT" table,

the row coordinate sequence 1s selected and remains visible at
the left margin. Similarly a horizontal folding of the other
copy of the system square and insertion in the pocket at the
top margin of the "PT" table will provide the column coordinste
sequence. Instead of dates to indicate the selection of a
combination of row and column coordinate sequences, the system
square is reported to have also been keyed frequently by its
marginal digits, that is, the digits in the top row of the
system square are the keys for the selection of & particular
column from this square for use as a row coordinate sequence
on_the "PFT" teble, and similarly the digits in the first
column at the left of the system squere are the keys to indicate
a particular choice of a row from this square to be used as a
column coordinate sequence on the "PT" table. Following this
procedure Iin the cholice of coordinate sequences a two-digit
Indicator or key was often found by the Germans at the very
beginning of code messages.

Methods used by the Russians to generate & new set of
row and column coordinate sequences from a basic set were also °
uncovered by the Germans. These were probably meassures of an
mergency nature adopted by the Russians during a difficult
period in the compilation and distribution of system squares.

It was noted that basic coordinates were sometimes
changed by the addition of a one-digit constant to all the digits
of a coordinate sequence. Two different constants were generally
used, one for derivation of the row coordlnate sequence and the
other for derivation of the column coordinate sequence. The
two constants would be transmitted as a two-digit indicator
inserted at the beginning of the code message.

Another way of changing the basic coordinates was by
a cyclic displacement of the sequence, that is, by a 2liding
of 1t relative to the margin of the "PI" table. A two-digit
Indicator would be sent at the beginning of the code message,
one diglt to indicate the starting point in the row coordinate
sequence that was to be placed in juxtaposition with the top
~ow of the PT code and the other digit to indicate the starting
point in the column coordinate sequence to be placed in Juxta~
position with the firat column at the left of the PT code.

A 3t11] more complicated way of changing coordinates
was found to be the derivation of & digit sequence from Russian
olain-language or a key word. The letters of a ten letter or
longer key word were numbered from left to right sccording to
“heir sequence in the alphabet. If this derived digit sequence
was used unchanged as a row coordinate sequence then s column
coordinate sequence was usually derived from it. This was
generally accomplished by the addition of & constant or by the
use of a substitution sequence. In the latter case, the sub-
atitution sequence was probably a row or column selected from a |
discontinued system square. This substltution seguence consisting
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of the ten digits 0 to 9 in random order was written below

the digit sequence derived from the key word so that there

was an allgnment digit by digit between the two sequences.

The digits of the sequence derived from the key word were

then rearranged in the order indicated by the substitution
Sequence always beginning with 1 of this sequence and continuing
in numerical order through to 10 or 0.

Messages were sent in the FT codes without any re-
encipherment. Becsuse of the frequent change in coordinste
sequences and the small volume of traffic enciphered using any
one combination of coordinate sequences, such sdditional measures
for the security of these commmications were evidently thought
by the RKEA tc be unnecessary at that time. However, it is
interesting to note that unsuccessful attempts were made by the
NKVD to cemouflage its traffic encoded with signal tables similar

to those of the "PT" séries bg the insertion of a null digit be~
tween the first and second, the third snd fourth, the fifth and

sixth, etc., 2-figure code groups. The groups in the trans-
mltted cipher text were therefore 5-figure, the middle digit
being the null. Furthermore the null digits were used in
numerical order. It is recorded also that the NKVD did in
certain instances re-encipher their code messages of the 2-
figure "PT" type by means of a transposition system.

2. Variable 1 and 2-Figure Codes

These are very small codes, not monoalphebetic sub-
stitutions in the strict sense of the word, since a substitution
value is provided not only for each of the 30 letters of the
Russian alphabet but alsoc for words, such as "repeat" and the
various marks of punctuation. These codes were ssnt re-enciphered
and were intended primarily for the use of agents and partisans
since the small signal tables may easily be reconstructed -from
memory by use of suitable key worde ‘or phrasss bnd in fact all
the necessary data for-enciphermeht of messages might be based

- —-aceerding To agreement on some innocent looking and popular novel.

Great variety was noted in the methods used for con-
structing these signal tables, especially was this so in respect
to the slize of the table. BHasically the details were as follows:

The 30 letters of the Russien alphabet, the marks
of punctuation, and a certain number of other words or l-digit
numbers, according to the limitations imposed by the size of the
rectangle, were entered in a mixed order determined by the use
of a keyword into the cells of a rectangle of size, say li rows
by 10 columns, leaving in this case three blank cells according
to agreement In certain positions of the first row of this
rectangle and completely filling the remaining cells| The ten
digits O to 9 arraenged in a seemingly random sequence, which
however was generated in some sgreed-upon manner from a keyword,

were written across the top of this rectengle as column coordinates

The threo digits falling above the blank cells of the first row
were used as row coordinates for the second, third and fourth
rows of the rectangle. Thus in the substitution process, using
& rectangle of above size, seven letters of the alphabet may

be represented by single digits end the remaining letters of
the alphabet snd the words or punctuation marks will be
represented by 2-digit numbers which begin with one of the three
digits assigned as row coordinates. No matter what digit
lengths ars used for the transmission of a message, confusion
will not result during the redivision of & code text into
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substitution units since the three digits sgreed upon ms row
coordinates can never stand alone as substitution units but

must be the initial digits of 2-diglt numbers in order to have
meaning in the signal table. The number of letters to be
expressed by & one-digit number generally varied between 5 and
7. Consequently, the number of rows in the rectangle containing
letters or words represented by 2-digit numbers would vary and
the size of the code would run from 37 to 55 elements.

Generally speaking, messages encoded by means of
signal tables of this type were re-enciphered by either & trans-
position or additive process and the Germans undoubtedly lesrned
of this in the more difficult case= only through the capture of
agents. However, the evidence is that non-reciphered messages
were also sent in codes of this type and in the casea where this
was allowed, provision was made for the very frequent change
of the coordinates of a signal table as was done wlth codes of
the "FT" series. In the present case only one new arrangsment

of' the ten different digits 1s required for a change of coordinates

since it is a characteristic of this system that the agreed

positions for the blank cells in the first row will indicate
the digits in the column coordinate sequence that are to be

used as row coordinates.

3. 2-Figure-Letter Codes

Code groups composed of mlxed elements, in this case
combinations of ons digit and one letter, were noted by the
Germens in the traflfic of certain border guard districts prior
to 1939.

The characteristic 10 by 1C signal table of 100 cells
was filled in mixed order with the letters of the Russian
alphabet, the one-digit numbers, the marks of punctuation and
the frequent words or rhrases pscullar to the traffic of that
service. The signal tables were different for each district
and the original NXVD designation i1s unknown. The method of
anﬁigharment is similar to that already noted in the case of
the "PT" tables only here we have ten letters of the Russian
alphebet in random order a&s column coordinates and the usual ten
digits in random order as row coordinates. These coordinates
changed delly, the numerical ones being selected from a digit
square and the letter ones from a letter square. It is likely
that these system squares were folded and inserted in pockets
at the back of the signal table in the manner already suggested
for the "PT" tables.

h. 3-Figure Codes

a. The ?AK-—;B

The last general airforce system to be used by the
Russians is said to be the VAX-38, Alr Force Code of 1938. It
was a 3-figure code comprising some 800 groups. The vocabulary
contained the letters of the alphabet, words (nc syllables),
cover groups for airplane types, numbers, marks of punctuation
and composite concepts such as "Alrplene --~----- has made
emergency landing” or "Airfield unsuitable for landing."

According to the German description of the system
measages were transmitted in elther of three basic encipherments
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which were deslgnated black, red or green. The 800 plain-
elements of vocabulary were arranged in alphabetical order

and divided also into 80 decades. Three different dinomes,
the black, red and green, were assigned to each decade. The
black encirherment by decades had 80 different dinomes (20 of
the possible 100 being dropped) and similarly for the red and
gresen encipherments. In each of these color keys the dinomes
ran in either an ascending or descending sequence from decade
to decade, but evlidently no relation could be found by the
Germans between theése sequences. To each line of each decade
three different single digits were also assigned and 1likewise
deslgnated as the black, red and green encipherments. In each
color key the ten lines of a decade had the ten digits 0 to 9
arranged in numerical sequence, only in passing from decade to
decade the starting points of the sequence were changed with
respect to the top lines of the decades. This sliding seems
to have been in an irregular manner, that is, when passing from
decade to decade in the alphabetical order of the vocabulary.
The encipherment of a plain-element was in one color key only
and was indicated by the 2-digit group composed of the dinome
of the decade and the monome of the 1line in which it was found
in the vocabulary. Only the one color key was used throughout
the encipherment of a particular mesasage,

The Germans report that re-encipherments of each of
these thres basic codes were quite frequent. A re~encipherment
was accomplished by a dinome substitution for the AE elementa
of the groups, the element C remaining constant within the
besic encipherment. That is, the Germans imply in their des-
cription of the VAK-38 that it consisted of one book only with
the three possible readings per element of vocabulary being
distinguished from each other by the color of the printing or
their position on the line of the vocabulary snd that re-
encipherments were applied to each of these three basic codes by
a second process of substitution from & dinome table. That 1s,
the eryptographic clerk had to remember to keep to the one
color key when using the book to encipher a message end then
aaving produced an intermediate text, he imposed on it another
substitution process in the classicel menner. Evidently the
Gormans were unsble to force a further reduction in the process.

This is a particularly interesting development in
view of the trend definitely established for code books of the
"OKK" type, nemely, re-encipherments were produced by the
insertion of dinome subatitution tebles in pockets at the back
of tha vocabulary, and a trend alsc suggested in the use of
gignal tables of the "PT" type and probably also those of the
"SUV" type. But since it has not been established that & copy
of the VAK-38 was ever captured by the Germans and in spito of
the fact that there 1s good evidence that substitutlonal re-
sncipherments of intermediate texts were performed as a second
step by the Russians in a case to be discussed later, it is here
suggested that the above description 1s only based on the results
of German cryptenalysis and that the actusl operations of
sncipherment and re-encipherment mey not have been as complicated
as thought. Three separate and current editions of the VAK-38
may have been involved and these were designated by the Germans
as the Black, the Red and the Green VAK-38. If thres volumes
wore actually involved, thern it would be a simple metter to
sork the re-encipherments for each volume by the insertion of
dinome substitution tables in a pocket of the vocabulary in =a
manner similar to that sald to have been used for the "OKK"
books. While the actual size or format of a page from the
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VAE-38 does not seem to be definitely established from the
present sources of information, the fact remains that the code
is of such small size, only 800 plein entries compared to 5000
for OKK-5, that such a mechanical arrangement can be worked
without difficulty.

b. Other BEooks

Meny other 3-figure ¢odes are said to have been used
by the Russians although none are specifically described in
these sources. The Alr Force used many of them for practice
In connection with the manosuvre-like parade on 1 May in Moscow.
Starting and landing reports, weather reports, operational
messages of the air units arriving from all parts of the Soviet
Union to participate in the parade were enciphered with these.
For the most part these 3-figure codes were systematic, that 1s,
alphabetlic or partislly alphabetic as regards the arrangement
of the vocabulary with respect to the numerical order of the
substitutes. The size of the vocabularies varied from 500 to
1000 elements. The vocabularies gensrslly conteined entries for
all the letters of the Russian alphabet, the frequent bligrams,

the marks of punctuation, the prefixes and suffixes cheracteristic

of the language, the frequent words pecullar to a particular
service and the numerals. Changes in encipherment ere ssid to
have been made in a manner similar to that used on the 2=figure
codes, only in this case it was a "single digit substitution"
for the elements A, B and C. These elements were probably the
nurerlcal designations for the page, the line on the page and
the column on the psge where the plain reading was to bs taken.
The evidence indicates that while the re-encipherment process is
squivalent to the use in rotation of three different 10-digit
substitution sequences, in which cese all first digits of the
3=-figure groups of intermediate text will be re-enciphered from
the same substitution and a particular digit whenever it occurs
in this first position will take as a substitute only the single
value, it was probably accomplished by the interchsnge of various
substitution tables &t the margins of the vocabulary. In the
present case 1t can still be done by the use of only two tables
and this ia generally true for all vocabularles of 10,000
elements or less snd provided of course that the re-enciphermente
are confined to the use of monome or dinome substitution tables
which are always used in phase with the elements of sn inter-
medlate code group AB, ABC, or ABCD.

From the preésent sources of infcrmation it is difficult
to pin the use of & certain methed of re-encipherment to any
particular code book. Without doubt "sdditive" methods of
re-encipherment were also used on all these small codes, 2-figure,
3~figure or l-figure. Alex Deltmann dates the introduction of
"additive" methods for codes of this type to the year 1GL0.
Doubtless both "conversion" tables and "additive" were used
3lde by side. The discussion of any methods of re-encipherment
which actuslly do require a second step or process has besn
left for a separate hesading.

S. L-Figure Codes ‘

a. The "OKK" Books

Codes of the 4-figure type containing around 5000
groups and oficially designated as "QKK", General Commander
Code, were first used by the Russlans in connection with
menoeuvres in the Volge military district and various ‘editlons
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¢ccntinued to be used for the encipherment of the communications
of army, sorps, snd division until 1Gk1, It 1s said that
such extraordinary technical skill was shown in the compilation
of OKK-5 that its successors needed only elight changes as
regards ghoiece of vocabulary. The swift succession of four
great codes in the course o% the years 1939 to 1941 is explained
only by the fact of their capture -~ "0OKX-5" in the Finno-
Russian war, "OKK-6" to "OKK-8" in the German-Russian wer. All
these codes with the exception of OKK-0, however, had been
recovered anglytically and were being read currently by the
Germans before thelr capturs.

: The Germans seem for some time to have been under the
impression that & re-enciphsrment was being applied to a-basic
4-figure cods book, one dinome substitution table being used
for the elemsnts "AB" and another dinome substitution table for
the elements "CD". But the évidence seems to be that the
Russians achieved this effect and avoided the extra operation of
an actual re-encipherment by means of a very clever arrange-
ment of pockets for insertion of dinome tables in the covsrs
of an unpeginated book containing only the vocabulary, a trend
which has already been suggested in the discussion of the actual
format of the "PT" table and its component, the "system" square.

While a copy of an "OKK" book is not available for
proof and although the meaning to bte taken from the English
trenslation of the description in Germen is obscure on some
points, the following description of OKK-5 is thought to be an
accurate interpretation and typlcal of this series.

The vocabulary is a book of 50 psges with 100 plain
groups per page. Kach page has 25 lines sc that there are L
columns of 25 plein groups each to 8 page. These groups are
arranged 1n alphebetic order and consist of letters, syllables,
words, phreses, the numbers from 00 to 99, marks of punctuaticn,
cover names for plane types as well as a few reserve colls for
addltional entries. The pages of the book are und along the
bottom margins and printed on one side only, that 1s, it is an
end binding rather than a side binding. Nec numerical referencss
are to be found either as paginations or as column or line
indicators in this book. However, the psges do show letter
indlces not only for purposes of easy reference to the
vocabulary but elsc for a more important reason which will be
presently clear. The first 25 pages show positional letter
indices at the right margins end the last 25 pages have them
at the left margins. These 50 different indices, probably the
initial letter or letters of the first word on & page, ars
distributed over the 25 lines per page of both the right and
left margins so that the position of an index uniquely determines
& page. Tho margins are cuf to varylng dspths to provide a
vlslible index system.

imstead of asslgning numerlcal code groups to the
elements of the vocabulary in the orthodox menner it is now
possible to work a clever mechanical arrangement whereby a
ccmpletely new random reragination may be obtalned whenever
cesired without going through the mscond step of a re-enciphsrment
by conversion tebles as has often been dons in the past. A
pocket is gttached to the inside of the back cover of the book
#0 that two dinome substitution tables may be inserted, one
cverlapping the right margins and the other overlapping the
left margins of the pages. When the tables are correctly
folded and inserted in their pockets two columns of 25 dinomes
each will be visible sgalnat the right margins of the pages
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and two columns of 25 dinomes each likewlse viasible sgainst the
left mergins of the pages. That is, when the book is opened

at any given page, four different dinomes will be visible at

each )ine, two at the right extremity and two at the left ex-
tremity. Since we have 100 positions for vocabulary on & page

or L} columns of 25 and 100 different dinomes visible at the
margins, also i columns of 25, it 1atgoaaih1:1to igdicatet =
uniquely a plain group on a page b e position of a certa
dingmﬂ in appurtlgﬁlar nligngnnt ug the Eun dinome substitution
tables with respect to the basi¢ vocabulary. Furthermore the
page may alzo be uniquely determined by either of the twe dinomes
standing immediately opposite the index letter on that page.

Thus any plein group in the vocabulary may be represented by a
4-digit code group, the first two digits of which indicats the
page on which it is to be found, and the last two digits the

line and column of that page. In eddition, since there are only
50 pages in the vocabulary and a distribution of the 100 different
dinomes so that two stand immediately adjacent to sach page
index, two variant pags readings are possible at each sub-
stitution.

The dinome substitution tables when unfolded have &
width of ebout 18 columns and & depth of 50 lines. Only the
dinomes 00 to 49 will appear on the left teble and only those
from 50 to 99 on the right teble. The margins of these dincms
tables will be indexed in numerical order. If the numbsers from
00 to 24 ere used as indices to the columns of the left table
then the numbers 25 to 49 will be the indices for the lines of
this table, the latter consecutive numbering being repeated
twice since there are 50 lines. Simllarly the numbers from 50
to T4 will index in numerical order the columns of the right
table snd the numbers 75 to 99 in rumerical order snd repeated
will index the 50 lines of this table. These marginal indices
serve as indicators for the folding and placement of the dincme
tables in the pocket of the book prior to encipherment or
decipherment of a message. A L-digit indicator is sufficlent for
the correct placement of each table., Thus the indicator 1135
means that the left table 1s to be folded in such e menner that
when i1t is inserted in the pocket of the book column 11 will be
immedietely adjacent to the left mergins of the pages and lire
35 1s in alignment with the top line of the vocebulary.
Similerly for a placement of the right dinome table.

EBecause of the limitation on the block of dinomes that
mey appear internally in each column of these tables, the
process of deciphering 1s not too laborious. While only dinomes
from 00 to U9 may appear on the left table, those in the block
00 to 24 will be confined to the odd numbered columns and those
‘n the block 25 to L9 to the even numbered columns. Each column
will have its 25 different dinomes arranged in a random order
and the sequence will be repeated to fill the 50 lines. There
is no relation between the sequences of dinomes in the various
¢columns. That is, the table is completely random within the
above limitations. In the same way the odd numbered columms
of the right table will have in random orders only dinomes f{rom
the block 50 to 74 and the even numbered columns those from block
75 to 99. Thus it follows that a selection of any two consecutive
cclumns from the left table combined with a selection of any
two consecutive columns from the right table will contaln only
the 100 different dinomes 00 to 99 which is the condition for
uniquely indicating each of the 100 positions on a page of the
vocabulery and alsc for uniguely indicating in & twofold manner
each of its 50 pages. '
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The positions of the dinome substitution tables
relative to the code book were changdd from message to message
and such changes were indicated by two Li-digit indicator groups
which were generally sent at the beginning of the cipher messsges.
HMessages were also sometimes sent without indlcator groups
which means that on certain nets the chclce of indicator was
definitely subject to regulation acocording to a prepared table
and that in all probability en attempt was mads to prevent the
overloading of an indicator with traffic by careless cryptographic
cierks.

While the code book remained unch ed for a long time
unless there was a physicel compromise, new dinome substitution
tables were lissued frequently. In some areas they were changed
dally. Of eourse different substitution tables were required
alao for each ecrypto net.

Another l-figure code similar to those in the ORK
serles as regerds structure and method of encipherment was the
OSKK-7, General Central Commander Code - 7. It was the so-called
railroad and communication code for rear area lizison end yielded
very valuable hints regerding supply and new formations of the
enemy. It also was captured at the end of 194l.

b: The SUV Tables

Another type of l~figure code used by the Russiana
was the system designated as SUV, Camouflaged Communications
of the Commeand. As already pointed out, signal tables of
this ttype were introduced by the RKKA st the time of the
decentralization in 1942 of the production and issue of systoms
to be used at the front. Great latitude was given individual
fantasy and initiative through the fact that the signal officers
of every division, indeed of every regiment, were sble to compile
and develop their own systems for their own aress.

The use of switoh groups to indicate a change in
reading, that ls, "read the first letter of the word" or "read
the entire word", first noted in the later "PT™ tables was
retained in the compilation of these "SUV" tebles and represented
very considereble advances in security in comparison with the
sarlier small substitution systems. The characteristic format
for these codes was outlined in a general way by the 8th Section
of the General Staff in Moscow. With the decentralization in
production and issue of these signal tables 1t is not clear
whether the trend was maintained of providing pockets at the
2ack of the chart for the insertion of substitution tables as
noted for the "PT" and "OKK" systems. It is certsin that new
Lables were compiled frequently and i1t is possible that changes
in coordinates were effected by the individual users meking
their own notations or preparing their own strips. Since the
use of a particular signal table was confined to a very small
area, distributior was no great problem.

Those tables were frequently of a size 20 rows by
10 columns. The 200 cells of the table were filled with
Ruseian words and phrases in partislly alphabetic order, that
18, words with the same initial letter were grouped together
with a few exceptions. Aside from the most important words
used in the specislist branch of the service for which the code
wes compiled, the table contained slso the one~diglt numbers,
Che most important marke of punctuation, the switeh groups, end
the letters of the Russien alphabet. ,
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Three types of coordinates were inseribed on the
margins of this table:

(1) To the column Ten different 2-digit numbers were
selected and assigned in random order, one to
each of the ten columns of the tables.

(2) To the double row The Gen different 1-digit numbers
weére assigned Iin random order, one to each of
the ten double rows of the table.

(3) To_the single row The ter different l-digit numbers
were assigned in random order, one to each of
the top ten rows of the table. This digit
sequence was repeated agaln assigning one digit
to each of the ten bottom rows of the table. A
variant reading for eech of the twenty rows was
now generated from this beasliec sequence by adding
in modulus 10 the same constant to eech of the
twenty l-diglt numbers.

Enclpherment of a particular word or phrase is by
means of a l-digit group produced by reading the coordinates
of the cell in which the word is found in the order: ecolumn
(the dinome indicating the column in which the word is found);
double row (the single digit indiceting the double row in
which 1t is found); row (one of the two single digits which
indicate uniquely the particular row of the double row in which
1t 1s found). Thus a word may be represented by either of two
h~digit groups. Additional varients are slso often produced
by assigning several different 2-digit numbers to each column
of the table, and in theory since there are in all 100 different
dinomes, ten veriants per column are possible. Whlle there is
no indication that the Russisns did make use of such a great
number of varisnt readings for a plain element, there is avidence
“hat the slze of these signal tables varied some containing &s
many as 2,000 plain elements in which case full use would be
made of the 100 different dinomes.

In connection with the above description of & basic
20 by 10 signal table it should be noted that i1t is just as
oeffective and probably more efficient to assign ten different
dinomes at rendom as coordinates for the 10 columns and twenty
different dinomes (or forty with two to each row) also at
random as coordinates for the 20 rows of the table. And in
point of fact that is exactly the method followed by the Russians
in many of their L-figure SUV systems, enciphsrment by dinome
substitution for elements AB and CD. The system as originally
described may also be worked in this way regardless of the
limitations noted for the element D of the CD dinome substit-
ution. Using the letter method as a point of departure it is
conceivable that the 8th section of the RKKA in Moscow fixed
the size of the chart or table to be used on a certain type of
erypto net together with the choice of vocabulary, Blank tables
of the given size would be supplied in quantity and 1t was the
function of the competent cipher euthority to vary the internal
arrangements of this vocabulary in the table according to his
own fancy whenever making a new compilation. Pockets might elso
be provided at the backs of these vocabulary tables and it would
be the further function of the proper cipher suthority to compile
his own AB and CD dinome substitution tables #r insertion. If
the CD table is to provide row coordinates and there are 20 rows
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to the vocabulary then 1t is only necessary that 20
different dinomes at the least be arranged in random order
for any particuler column and the series may be repeated to
a depth of L0 rows to allow for a varlable placement of the
dinome table. CD tables with 40 8 would allow not only
& change to new coordinates but also a 8liding of the same
coordinates with respect to the vocabulary. Similarly dinome
tables for the AB substitution or column coordinates are
compiled, the requirement beins tHat at least 10 different
dinomes be arranged in random orders in the rows of this
table, The placement of these dinome tables relative to the
vocabulary might be indicated in a manner similar to that
used for the OKK series, No evidence was found to support
this theory regarding the mechanical operation of the SUV
systems, but in view of the trend already noted 1t is
sugpested that it is more than =& possibility.

Since in general addresses and elgnatures spelled
out in letters br ayllables afforded the most important
starting points for cryptanalysis, the Russians began in
1943 to encipher these addresses and eignatures in messaces
in the SUV systoms with special address and slpnature codes
which in additlon to names contained also expanded concepte
such as "commander of the 17th tank brigade"”. The Germans
found interpretations of this type very difficult to reach
and they were only risked after a very careful and intensive
study of the traffic involved.

In connection with these "SUV" tables it should be
pointed out that SUV, Camouflamed Communications of the Command,
seems to be a general term applicable not only to the L-figure
codes here described but alse to the 2-fisure or 3-fipure codes-
of types already discussed provided that they were compiled by
3ipgnal officers of the RKKA for use in the lower echelons of
thelr own area. The term was introduced under Lefi-ure codes
ailnce the majority of such sicnal tables were of the ly=11 mure
substitution type. Instead of being assigned to particular
code types, the term is better used as indicative of a certain
critical period in the security of the communications of the
RKEA. On the other hand, the terms "PT", "OKK", etc. are the
correct designations for codes 1ssued in a specifiec series by
a eentralized authority.

¢« QOther Books

Another Russian L-figure code, the first general
alrforce code in use from 1935 to 1937 was likewise character-
ized by several reencipherments and doubtless this was
eccomplished mechanically by the insertion of dinome substit-
ution tables, in this case only one table being used at a time,
in a pocket at the back of the book. The original Russian
designation is unknown.

According to the German description based presumably
cn the results of analytical recovery, the book consilsted of
ten pames with provision for the entry of 100 plain elemonts
Fer page. The vocabulary was arranged in strictly alphebetical
order and the cells on each page were numbered consecutively
from 00 to 99. For pagination, dinomes wepe assiened to sach
page in an irresular manner, as many as ten different variants
being permitted per page. Encipherment was accomplished by
reading in order: selectively one of the dinomes of the pame I
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involved and the dlnome indlcatinz the positivn of the plain
elemont on the page. Reencipherments were confined to
repaginetions, beins changed randomly on each crypto-net aas
deemed necessary.

Many other Russian li-figure code bouks were worked
on by the Germans from 1935 until the end of the war.
Deltmann glves a very interesting aceount of hiw one of the
NKVD codes was broken. It was a li=ficure code of soms 25
pages with 100 groups to the page reenciphered with a dinome
subatitution taeble which changed epproximately .very week,
It was being used from 1935 on in the border gunrd district
of Kagakstan where the troops were often lsolatid in winter
due to frequent distrubances of telephone and t)legraph wires
by snowstorms, It seems that news reports were often received
in this code and that early in 1936 & apeech by Stalin which
had been printed in "Pravda"™ and in "Red Star" tas transmitted
to the border units of Kazakatan by radio as a cipher messanme.
Thie message, some 1800 sroups long, was recogrlzed as having
been enciphered by a code which had not yet bean extenslvely
broken and the content was soon identified by samples as that
of the printed speech. Thus was a very lmperfi:ot knowledge of
the codo materially expanded by the Germans.

Typieal of the NKVD l-ficure codes i1 the one known
as "ZERNO™ being used by some Russian Border Crard and Security
Troops at the time of the CGerman capitulation.- The book
consists of 50 pages with 50 plain elements pec: pages The
vocabulary is arranged in alphabetic order., It contelns the
letters, digraphs, trigraphs, syllables, worda, numbers from
0 to 31 corresponding to day dates, marks of punctuation with
variants and cover groups for surnames of military and political
leaders (differing in sach net). The papges 0] to 50 and the
lines 01 to 50 of the basic code are each enciphered by two
different dinominal subatitution sequences. [ach paze and line
. of the basic code can therefore be expregsed :n two different

ways thue giving a choice of li variant readir;s for each plain
element since the 100 different dinomes are svailable for only
B0 pages and also for S0 lines of the basic cide. It is quite
probable that two dinome substitution tables .re folded so that
two columns of dinomss remain visible on eaecl table when they
are inserted in pocketsz et the back of the bmrk in a mannepr
aimilar to that noted for the OEK serles. ZiiNO was usod on
more than 30 different nets and each net had 20 substitution
tables for roenclipherment, 10 éach for the puze and the group.

It is not clear how Alex Dettmann iinows that the
original Russian designation for this code in ZERNO Ilnasmuch
as it was atill in use by the NKVD at the tira of capitulation
and he 1s quite definlte in the claim that no live eryptographie
materials used by the NKVD were ever captured by the Germans.

Two other li-#igure ccdes used at tlils time by the
NEVD Border Guard and Security Troops are rernrted to be
"HIVA" and "VvIZA". "NIVA" is said to be reemiiphered by two
dinome substitution tables and "VIZA"™ by a dizome and mono-
nome substitution. In the latter case one dizit of the L=
fioure code group evidently remaina unchanged during the
varioua reencipherments.

- 3 -

g S e e ——

“N-0Z-F 21eq vavn T3 4y
T IRENL ONN: Kioyiny

|



6. S-FPigure Codes
g, The Chiffrecodes

For the transmission of radioc messagss of
operational content, that is, dealins with troop command
on the nets of the upper and top command {from brigade
or division staeff upward teé the General Stff of the RKKA)
the S-fipure "Chiffrecode", also ealled "Operational Code™
was useds The "Chiffrecode" was systematically adapted
by the Ruseians in the course of years to the changzing
requirements of their vocabulary and was improved in respect
to security against eryptanalytic attack by more end more
conslstent use of variants for the most frequent groups.
These new editions of the "Chiffre"™ came during the war at
intervals of & to 12 months, whereas in peacetime the same
code was used much longer. At the beginning of the German-
Russian war code "0l1-A" was in use which was then replaced
by Code "025-A", "Ol5-A", "062-A" and finally by code "091-A"
which remained in use until the capitulation of Germany.

A1l these codes, except "OLS-A" which was in use
from March 1942 to ¥arch 1943, were alike in structure --
aside from the above mentioned propressive improvements and
amplifications. They were divided into the general part
with vocabulary in terminologic-alphebetic order and the
"speclal part". The general part contained letters, digraphs,
trigrephs, syllables, words, phrases, and entire sentences
arranged in strictly alphabetic sequence, with ths marks of
punctuation, fractions and ordinsls, hours and minutes,
numerical designations of armies, corps and divisions, day
dates, year dates, and calibre designations scattered through=-
cut the entire code. In the special part these concepts,
which had been entered ocut of alphabetic order, were brousht
together once more in numerical order to facilitate looking
up these concepts in the code by the code clerk. Code "01l1-A"
embraced some 19,000 groups which were entered on some 390
pages; the asystematic development of the code resultsd in an
inerease in the pumber of groups with each new edition. The
last known code "091-A" had some 23,000 groups on 30 pages.
The number eof varlents increased with each new edition of the
code and in the final edition "091=A" reached a total of some
230 groups for each of the two marks of punctuation, period
and commsa,

The code "0L5=-A" fell out of the ranks of the

terminologic~alphabetic codes. It showed interrupted alphesbetiec

structure. It is interesting to note that, while all new
versionas of the Chiffrecode during the course of the war wers
always captured by zood fortune so early that the orizinals
were almost mlways In the hands of the cryptanalyast by the
time they were put into use by the Russimns and consequently
there was no nacaauiti for code recovery, precisely the more
difficult code "0l 5-A" did not fsll into German hands until
some three months after 1t had been put into use in the RKKA.
In thease three months, however, it had been so far recovered
by the German cryptanalysts, in spite of the essential depart-
ure from the structure of 1its predecessors, that they were
reading currently parts of the messages encrypted by 1t.

lMossages encrypted in these codes were always sent
reonciphered. And there is no queation here regarding the
method. "Conversion" tables were nover used; it was additive
and frequently a one~time pad,
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b. Qther Books

A S5-fipure code of another type wes also recovered
analytically by the Germans. It was a major substitution
aystem of the NEVD organs used in connection with railway
transportation, and was still active on the day of German
capitulation. The ccde contains 2500 sroups on 25 peres
with the eliements AB and DE of the S-dfait group ABCDE each
baing enciphered by a dinome substitution sequence and the
element C by a monome substitution. With 25 pames of 100
groups eeach, it was possible to express every meaning of
the baslc code in several ways in an encipherment and thus
prevent repeats. For each of the 25 pages (AB), 01 to 25
in the basic code, there were li possible choices with 100
different dinomes (00 to 99) being availdble within an
encipherment. The middle elemsnt C divided each page into
I quartera and indicated the quarter used, Consequently
with 10 digits (0 to 9) two quarters could be expressed
in 2 ways and the other two guarters in 3 ways. There were
then either § or 12 different ways of expressing the sams
basic code group ln any enclpherment. According to the
German description the expansion of variants ended here.

But since thers are only 25 lines of vocabul to each quarter,
1t would have been possible to have likewise li cholcee of
dinomes for the line or DE part of the substitution. Although
the point 1s not made clear it 1s quite likely that the whole
100 dinomes were used to indicate the DE substitution, that

is, one to each of the 100 elementa of voeabulary on a page,
since this feature would be & great ald in the correction of
those corrupt groups which are often present in radio traffic.

It 19 clear that three "conversion" tables are used,
two dinome subatitution tables and one monome substitution
table, and that thess must change frequently to provide the
numerous reencipherments so characteristic of small Russian
codes of this type. It is here sugmested that these reencipher~
mente wero done mechanically in one step by the juxtaposition
of tables with the margins of the vecabulary,

7e The HMethods of Reenciphorment

a. le B Whiech ire a Seocond 8

As already indicated in this paper verious methods
of reencipherment were applied to the basic 2-figure, lj-rhgure
or 5~fipure code books used by the Russians. In some ocases
there has been the question ae to whather a seccond step or
process was actually involved. We have consistently favoured
* the simpler interpretation whenever possible since the evidence
seems to indicate that one and one amthority only has been
responsible for the compilation of eryptographic meterials
and traces of a certain physical similarity in these materisls
have been indicated. Thus, & compllicated method of reencipher—
ment uslng conversion tables has often been explained as
involving only one step when it can be worked in two steps.
Only methods of reencipherment which astually requlre a second
gtep will be described here and the use of the conversion
table, the additive sequence and the transposition to obtain
reencipherments of intermediate text in the basic 2-{igure,
3-figure, otc. code books willl be notede
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‘be: Conversion Tablea

An examlnation of the availeble material has

rovealed the use by the Russiens of conversion tables, ae a
socond step In the reencipherment of intermediate text, in

¥ one instance, They wore used with the first general
NKVD code, a li-figure code of -10,000 sroups introduced in
1939« This system is said te have been used by all border
guard dlatricts or frontier troops of KVD, the interior
troops of NKVD and by other NKVD orpans whother militery or
political. The conversion tables geem to have been used only
Tor a short time and were replaced by additive sequences,

The reencipherment iz accompliched in three phases
by use of three different 10-digit substitution Bequences.
These sequences may be srranged in an enclphsring teble in
the following manner: In line 1 are the digits O to 9 in
. humerlegl order; in line 2 are the dipits O te 9 arranged

this time in rendom order; similarly for lines 3 and li, the
random orders in each case be different so that there are
thres different substitution tables. The reencipherment of
the L=dizit intermediate text proceods as follows: In phase
1 of the reencipherment, the digits which are found in pos-
itions 1, L, 7, 10 ete. of the intermediate text are looked
up in line 1 of the eneciphering table and the substitutes
found directly below in line 2 of the tabley in phase 2 of
Ghe reencipherment, the digits in positions 2, 5, 8, 1letc. of
the intermediate text are located im line 1 of the enciphering
teble and the substitutes taken from 1line 3 of the tabls;
similarly in phase 3 the subatitutes for the digits in positions
35 6, 95 12 ete. of the intermediate toxt ame found in line L
of the table still using line 1 as the reference. Since three
substitution tables a, b, ¢ are being used in rotation for
reencipherment of a L~figure code group, such a sroup can have
only thres wvariants according te the patterns abea, bocab, and
cebes Evidently the Russians were not long in eveluating the
Gefects of such a system of reencipherment and soon turned to
the use of additive.

c. Additive Sequencen

In the additive method of reenciphering the basie
e-fipure, 3efimure, li=figure or 5-figure codes a long diglt sequence
is added by addition in modulus 10 to the intermediate code
text to produce the cipher text.

These additive goguences may be elassified according
to their lengths, methode of use, and methods of ganaration,
The Germana divided them into five different types,; the table,
the pad, the tape, cross~addition and the key=book.

The Table

This is an sdditive sequence of very short le
which was used for the reencipherment of messapes in the small
signal tables already described, It 1s impossible to pin the
use to a particular cods, area or time. However, it is seid
that these tables were used with all the small codes, 2=fipure,
3=figure or l~figsure.

A table contained 130 five digit groups arranged in
thirteen lines and ten columns. The distridution of the digite

in a table was random. The lines of a %able were numbered
sorially from 00 to 12 and the eolummns from 1 to O
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This nmumberins made it possible to bepin the reencipherment
at any desired point in the table, starting point, the
five-diglt group in the table which was to begin the addite
ive sequence, was announced to the recipient by a 3-diglt
indicator consisting of the line and colurm numbering, If
the atnrtigﬁdguint loy toward the ond of the table, the
romaining glt groups frequently did not suffice to
recipher the entire intormediate text. In such a case the
reclpherment was contlnued beginning with the group in the
first line and first columm of the table. The five diglit ;
zroups were taken from the table in normal order, by 1 -] ’
and from left to right.

The tables, called Gamma, are sald also to have
varied in size, some having been seoen with 60, 80, 100 and
120 five-diglt additive proups. The periods of validity
for these tables are not known.

The Pad

This gives an additive sequence without repetition
of much greater length than is provided by the table. A
table or Gamma table eas the Germans celled it, consists of
one page whereas the pad or "Bloknot™ is made up of several
vages or Ganma tables.

The pads likewise served for resnciphering basie
code books or signel tebles. They seem to have been used for
the traffic of a front staff with its assooclated army staffs
or of an army with 1ts divisions and bricades.

The sizes of these pads also varied, One type

scnsisted of ten pages, each of them being a table of 10 by

10 five digit groups. The lines of cach page were nunbsred
serially, the lines of page two boing considered a continuation
of the llnes of page one, and 8o on. The numbering of the lines
therefore began with 00 (the first line of page one) and ended
wir“f:h gﬁ?. ghe colums of each page were all numbered seriaslly

m to 0.

The recipherment of the intermediate text was
accomplished in the same manmer as with the table, proceeding
from the bottom of one page to the top of the next when
necessary. The starting point was likewise determined by
4 three diglt indicator group imparted to the addressee.

These pads or "Blokrnots" may also be divided accord=
ing to the manner of their use into two categories: Rirst,

the genaral pad which was used in the dispatching of messapes the

sontent of which was to be available simultaneously to several
raclplents. A table of the general pad could be used several
times, since security was afforded by the use of different
starting polnts. The period of walidity, however, for a table
of the general pad was only one day. Second, the individual
pad which served merely for communication between two partners,
the army and one of its divisions, the front staff and one of
its armies, etc. A table from the individual pad was used only
once, that ia, it was a one~time pad,

The genersl pad used for the reencipherment of
mesganes in the "Chiffrecodes™ 1s sald to have contained 31
tables, each table contalning 300 five-digit additive groups.
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At the top and at the side of the table are entered 2-dipit
column indlcators and 3+dirit row indicators which allow the
encipherer to indicate according to the principle of
coordinates the edditive mroup with which he begins his
reenciphorment. Honce in general tables reencipherment ean
start at any point in the tablo but must then contime serlally
(probably from pare to pege) until the last text group has bsen
reenclphereds

The individual pad used with the Chiffrecodes" is
Supposed to have had 50 tables. Here the sizes of the tables
seem to have varled from 00 to 120 five-dizit groups. This
variation was probably according to the requirements as
regards message lengths in e particular branch of the - service,
slnce a table was used only the once and the atarting point
gnr reencipherments was alwaya the first additive group in the
able,

It 1s interestins to note that these Bloknots were
bound in a special way. In an outer covering of thiek
wrapplng paper the sheets or tables were held together on
the left side by perforating them and drawing through the
holes a string the ends of which were provided with a leaden
seal with the impresslon of the Genmrag Staffs This was done
in such a way that each single sheet was enclosed in tissue
paper In such faghion that only by tearing the tissue paper
could the {lrst shéet be released while the other sheets
remained sealed. whanever s new sheet was used, a notation
had to be made on the inside of the cover. The sheots were
numbered serially Ol to 50. The entire block likewise had a
S=digit number which was printed on the outside of the cover.
There was also imprinted the type of the block, individual
or meneral. In addition the pads had a notation usually in
ink indicatinc the formation by which the bloek was to be used
or the area, for example AKORD (army~corps-division), FAK
{Tront-army=-corps), 0C (speclal) and CIRCULAR. The designation
CIRCULAR eeems to indicate that while the pad 1s a general pad
in the sense in which the term zeneral has already been
defined it also has a further 1imitation as repards the area
of use, for instance, in the traffic of the army with subord-
inate divlsions end bripgades. Only the addressee can de¢ipheor
2 message enciphered by individual edditive pad; on the other
hand there are always several holders of a particular circular
or general pad and each one of these will be able to decipher
a8 messame 80 enciphered.

In comnaction with the use of the so-called Gamme
tables and Blocknots by the Russians it should be mentioned
that Alex Deltmann dates the introduction of additive sequonces
to 1940 and he speaks of the use of "si ngle” additive until
the end of 194} and the use of "double" additive from then to
the day of the German capitulation. Evidently the German
moaning was elther unknown or obscure to the trsnslator. It
is here sugmested that the correct interpretation 1s as follows;
Beflore 19E£ the S=dizit proups fo the additive sequence
could be taken from the ftable or pad only one way reading
them in the normal order from left to risht on the line and the
lines from top to bottom on the rage, regardless of whother
such an additive sequence was used one time or several times
for the resnclpherment of messames. After 19)), al ternative
methods of taking out the S-disit ups from a table or pad to
form the additive sequence were in duced, such as, reading
vertically, alternating the direction when passing from line
to 1line or column to colunm or even reading diagonally,
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The Tape
In order to avoid the misuse of an additive pad

by urgtngm:bhie elerks elther thro the overleoading of

it with traffic by a careless selection of starting points

or the negleet to destroy a page of the one-time pad once

it had been used, the Russians evidently have evolved a very
clever device which the Germans called a "Morse roll". Five-
digit groups were printed in totally unsystematic and random
_manner on & tapes Two identical tapes were ptintad. cne for
each user, and an identical mumerical designation given to

. them. These tapes were supplied to the users in the form of
- rolls. Here the starting point could not be selectedj but
was always the first group on the tepe. A sufficient length
. of tape was unwound or drawn out of the device for the

- reenclpherment of the messane. Reencipherment proceeded in

- the usual manner by addition in modulus 10 of the five~digit
groups of' the tape to the numerieal 8 of the intermediate
“text. When the entire intermediate text had been thus
reenciphered with tho five-digit groups from the roll, the
tape waa cut after the last five-diglt group used and the
_used portion.of the tape was destroyed. The receiver had to
do the same thing after deciphering. It seems quite likely,
although there is no such indiecation to be found in the German
descrliption, that the device was constructed in such a manner
that once the tape was withdrawn it could never be pushed
back and would always have to be deatroyed.

It is sald that a cipher text enciphered by means
of this system began and ended with 4 five digit indicator
group, usually not enciphered, consisting of the number of
the roll (three digits) and thegroup count of the measage (Hwo
digits) less two (two indicators).

It is obvioualy impoésible to pin the use of the
additive tape to any particular code book or sisnal table.
It is reported to have been used by the NKVD partisan, scout
or agent traffie and thls could only have been known by the
Germans through captire.

Cross=additlion
The case of so-called orosd addition 1s 2 method of

gelf-generation from the intermediate text., In the simpleat
form, the intermediate code text was transformed into ecipher
text by prefixing to it any desired digit (1 to 0) and adding
this in modulus 10 to the first diplt of the intermediate

text., The resulting one-dipgit sum was entered. This resulting
digit was used in its turn as addendum for the second diglt of
the Intermediate texts This addition yielded another sum which
was entered end used also as addendum for the third digit of
the intermediate text. The sums of such additions to the
entire lntermediate text, each consisting of a single diglt,
when taken in sequence constituted the sctual cipher text.

The digit which served as addendum for the first digit of the
intermediate text was prefixed to the cipher text and so
transmitted to the addreseee,.

In deciphering the process was simllar; the first
digit of the eipher text was subtracted in modulus 10 from
the second digit, the second digit of the cipher text from
the third, the third from the fourth, etc. This gave the
intermediate text which was tranaformed into plain text in
the usual manner by means of the code book or signal table.
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This is obviously a very simple method of using
the additive process in reencipherment and adds wvery little
to the securlty of the intermediate text. Varlous other
mothods ranping from the simple to the complex were used by
the Russians to generate a long additive sequence given one
or two S5=digit key groups. The following description is
typlecal: Two different 5-digit key proups are siven whiech
we shall call A and Bs Then the lat additive group will be
of the form 2 times A plus Bj the 2nd is 2 times A plus 2
times By the 3rd is 3 times A plus 2 times By the Lth is 3
times A plus 3 times B3 the Sth is l} times A plus 3 times B,
end so on. It 1s understood that while this is the fundamental
reduttion, the actual process of generation consists of suc-
cessive additions in the series A and series B usine of course
addition in modulus 10,

Such systems of cross-addition to generate an
additive sequence were found by the Cermans in the traffie
of the partisans and bands and the gelf-generated addlitive
sequence was uged for the roesnclipherment of the small 1,.and
2-ficsure code or signhal table already described. Thus it
was possible to reprcduce the eryptographic materials as needed
from a mnomonic key.

The Key-book
“In this syntem the additive sequence is generated

from Russian plain-toxt, using for this purpcse same popular
novel. Whsn metinod 18 used by Russian agents, the cholce
of book probably conforms to the languame of the country in
vhigh operations ary undertaken. To the ten dizits O to 9 are
assigned the lettern of the alphabet. The 25 to 30 letters
dependins upon the .anguage in which the key book 1s written
are distributed ove: the ten columms of the table by means of
a mnemdnis key. Thie a substitutlion table is prepared so
that starting at an igreed point in the book the plain-text
may be ccnverted into a digit sequence. This derived digit
gequence is then usec in the usual way for the reenclipherment
of messa:es 1In the werious code books or signal tables.

The Germann woere able in many cases to trace thess
non=random additive usquences to the actual ley book, Thus
the "Hiutory of Leninism" by Stalin is said to have been the
basis far the additive sequences used for a time in 1940 for
the reencipherment o/ a L=igure NEVD code,

d, Trarypositions

Accordinz to the Germans transposlition methods were
also use! by the Risslans to reencipher messages snecoded by
moan® of their small signal tables, The following metlod is
sald to ave heen ised by the border ruard Transcaucasus. The
intermaclate toxt is produced b: means of "system squares” and
a aigna), table sinllsr in structure to the "PT"., This inter-
mediate text iu divided into sections containing five 2-digl?®
groups. Within these sections the tens of the five dinomes
are combined into a S-diglt group and then the units are com-
bined into ancther S5-digit group in like manner. A further
transposition !s now applied using this time the temn digits of
a section as the unit. The dipgits of each equal length section
have been trariposed eccording to the same patterm and then the
sections thems:lves have been transposed into a new order.
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8« Indicator and Discriminant Groups

As regards the use of discriminant pgroups, that
is, the insertion within the body of the cipher text of &
group & 1ldentify the particular cryptographic system being
employed, no méntion has besn noted in these sources. A
distinction by means of the division of the cipher text into
2=diglt, 3-digit, li=digit or S-dipgit groups has been found.
For instanse traffloc based on the PT tables was often sent in 2-
digit croups whereas that onciphered by means of the Chiffe=-
codos wae Sent in S-digit aroups.

On the other hand there seems to have been an
extensive use of indleators to signal the starting points
on an additive sequence or the cholce of a reencipherment.
In the case of the additive methods of reenclpherment, the
indicators themselves were generally enciphered except when
tho tape or morse roll was used as has already been mentioned.
The use of a seperate additive table to encipher these
indicators has not been noted, but instead certain groups of
the eipher text itself have been used, Thus the use of e
control group to indicate the choice of an additive proup from
e table to encipher these indicators has not besn found, but
the use of a control pgroup to indlecate the mroups of the
actual cipher text which are to be used as additive to either
sncipher or decipher the indicators has been sesns Thus the
final group ABCD of cipher text may indicate such choices. A
plus B gives the posltion of the first group and C minus D the
position of the second pmroup to be used. Both indicator groups
when deeiphered would be identical, one serving as a check on
the other. The control group would be part of the actual text
whereas the indicator groups would be inserted sroups. The
indicator group almost always consisted of five digits and waa
found twice in the cipher text, once at the beginning and once
at the close. Whether a control as mentioned above was used
on this 5-fisure traffic or only on the l=-fisure traffic is
not clear. The first three digits of the five-diglt indicator
generally gave the starting point on the additive sequence and
the last two digits the data on the numbering of the substit-~
ution, that 1e ssrial number of Gamma table or Bloknot, when
this was subject to change. Uhere the numbering of the
substitution was dependent on ths date, the indicetor contained
the starting point for the additive and the date., UWhen the
mmbering of the substitution remained constant, then the
Indieator, which contained the starting point for the additive,
wae filled out with the group count for the messare, less the
muiber of indicator 8. The indicator at the close of the
csipher text weas 1dan%§g with that at the beginning, that 1is,
when decilphered, .

HMore rarely two indicators were found at the begine
aing of the cipher text, but this only haspened when a five=-
dlgit indicator was not adequate to impart to the addresseeo
the starting point of the additive and the mumbering of the
subgtitutions Unenciphered indicators were aleo noted in other
posltionse For Instance, the t=digit serial number of the
3loknot In the second position and the S5-digit indicator (first
three digits of this indleating the line and the last two dizite
the column of the pad) in the third positione

The Indicators were often enciphered within an
individual circuit by the cipher text standing at a specified
position {addition was more usual than subtractlon). This
was done with both indicators, that is at the beginning and at
the end of the eipher text. If for exemple the indicator at
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the beginning had been enociphered with the f£ifth five=- \
digit group of the cipher text by addition, then correspond-
ingly the indicator at the end was enciphered by addition of
the ifth group from the end.

9« Machine Methods

a. The Tﬂlﬂt:ea
Ace to tha TICOX sources, traffic between

licacow and the hi staffs at the front was sent by means

of a Russian Baudot teletype scrambler. It seems thit In 7/VI,
a subsection of the Signal Intellisence Acency of the Army
Hizh Command (OKI/GANA) which was engaged in security studies
and mathematical eryptanalysis, collaborated with the experts
from the Forschunpsamt (Goerings "Research Bureau") in the
analytical solution of this traffic. The Forschunssamt seems
to get the credit for reading thls traffile, since Wilheln
Fenner, the formér chief of erypbanalysis of the Signal Intelli-
gona ﬁf‘ﬂ'! of the Suprems Command German Armed Forces

beH Chi) said in interrogation that, "the Forschungsamt
appears to have beon more successful than pre judiced opinion
readily admitas",

The Forschungsamt in 19/3 sueceeded in reconstruct-
Inpg a ciphor machine on whish this trafflec was based. The
break-in was due to a pecullarity of tho machine consisting
in the fact that currently compromises seven characters in
length were produced. In each transmission pause seven
characters of pure key are transmitted sutomatically before
the cipher mechanism is switched off. If no text is sent
within these seven cheracters the first plaln lottor starts
the cipher device operating again. The deciphered text
yielded a plain S5-figure code,

b:. The E‘.:i

Space does not permit (the sources in any case are
none too adequate) that details of the Russian eipher machine,
the K-37, be given in this paper. Suffice it to say that no
traffic was ever observed by the Germans up to the day of
capitulation as being enciphered by means of the machine.

The Germans did capture a specimgn of the E=37 in 1641 and it
wag kmown by them that it was intended for the oncipherment

of traffic from Army Corps upward, The machine is of the type
lmown as the "Large Hapelin". That is, it was probably buils
from the Iiagelin patent and corresponded to the French DB=-211
with certain changes. It was so well bullt throushout and the
conetruction of such mechanically clean work that the Germana
were of tha opinion that the device could not be of Russian
manufacture. One vital part was missing from the saptured
specimen of this machine. Research on it was done by OKH, I 7/
VI. Doubtless Dr. Erich Huettenhain of OKVW/Chi who ia reported
a8 being one of the best of the German cryptanalysts in the
mathematlcal field elso tock a look at it. Anyway Fritz Menzer
also an expert in the development and testing of cipher machilnes
with OKW/Chi 1s said to have tried to reconstruct this one vital
part and to make the mechine aotualliy worl, but without success.
The dermans were quite definite in the opinion that from the
point of view of eryptographic security the Russimn E-37 was
only conditionally sufficient. Of courss the same may be said
of elmost any eryptographic syatem.
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Assuming that e¢ribs are avdilable, it becomes merely a
question of the loading or over-loading of the vehlcle
with traffic. With the one~timo use of additive thers

is no question of overloading but a problem of sufficient
production and distribution.

B, Transposiftion Systems

Double transpositions are said to have been
employed In the radioc traffic of Russian bands. The box
widths were constant, that is for a miven link, but the
width of the A box was not nacessarily the same as the
width of the B box. The key words changed daily, but did
recur from month to month. The Russian text was written
in Latin letters by means of a transliteration. Punctustion
marks were enciphered, for example, the period as TCK, the
comma &s SPT, etec. The address was always at the beginning
and the signature at the end. If & messa~e had several
parts, "PROD SLED" or KONEC SLED" was placed at the end of
the parts, PRODOLVENIE (PROD)™ or "KONEC" at the beglmning.
Apparently thsre were no upper or lower limits to the messase
lengthse The numerical key for each box is derived from a
key sentence. As many letters are counted off in the
sentence as the tactleal date of the message indicates.
Beginning with the last of these letters & number of letters
is teken whioch corresponds to the width of the box. If the
sentence is not long enough, the series continues from the
beginning. The key is determined in the usual fashion from
the group of letiters thus selected by numbering the letters
aceording to their alphebetical sequence. When the sams
letter recurs, the one at the left receives the lowdr number.
Both the keys thus obtained, one for the A box and one for
the B box, are almost alweys read eyclically from a definite
number on (1 to 7). In the enciphered messase a blind or
null aroup 1s lnserted, its position beine usually determined
by the first number of the key, sporadically by the date
(without using the tens, 0 equals 10th position). Enecipher—
ment ie accomplished in the usual manner by writing the plain
text horizontally in the rows of box A, taking the columns of
this box in the numerical order as indicated by the key and
writing the letters in the rows of the B box and finally
taking the letters of these columns out in the order indicated
by this numerical key to produce the cipher text. |

C: Some Notes on Cryptographic Procedure

The following notes on eryptographic procedure are
from the 1939 editlion of "Resulations for Staff Cryptoaraphic
Service in the Red Army" (DFQ5S):

(1) I% is catagorically forbidden to emcipher in the same
code an ordsr regardineg the abolition of said codes If
no other means are available the order must be trans-
mitted through the eryptographic unit of the Fecples

Commissariat for Internal Affairs.

{2) The sending of packages of cryptograsphic material is
through the field connections of the NKVD and the pouches
are Inseribed: "Striectly Seoret: Series "K"., To the
Chief of the Staff Cryptographic Unit of the troop
unit .....personally”, :
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(3) The recipient of eryptographic materlals confirms to

(4)

(5)

(6)

(7)

(8)

the sender on the day of recelpt by an open telegram
of Series "G" by mllitary telegraph (if avallable):
"Your number....with eneclosure recceived in pood order,

(day and month)", or by a report via the fleld connection.

Tho designations "Series G" and "Series K" seem to be
priority retinss since in this document there 1s found
aleso the references:

(a) Operational documents (battle orders and
reports) are utanﬁnd with the imprint "eipher
text of series "G" urpent". Cipher teXt of
gseries "G" are worked on and delivered without
ﬁ&l&]‘"-

(b) Cipher texts with collective data, e.g. of
personnel, equipment, custody of material,
otc., for a district or army are to be sent

stamped, "eipher text, series "K"D

(c) Cipher texts (aside from series "G" end "K")
addressed to the Central Committee of the
Communiat Party to the Council of the Feoples
Commissara of the U.S.S.Rs, to the Peoples
Commissar for the Defense of the U.S5.5.R.; or
to the Chief of OGeneral Staff of the Red Army,
of the Jar Council, and of the Staff of the
Military District are stamped "Cipher text "G"".

(d) All other messaces are stamped "cipher text".

Encipherment of pumctuation marks 1In cipher text ls
cbligatory. However the period et the end of the
eipher text is not enclphered.

Addresa, date, month, year and words like troop unit,
map coordinates and cover slznature stand out from
the reneral messace text and constitute the "data".
The "data®™ are enciphered in the midst of the messame
text. To set them off from the msssame text they are
preceded by "data"™ and followed by "end of data”.

Proper names and especially hﬁpﬂrt&nt data (places,
numbers, time, etc.) where garbling 1s especlally
dangerous, must be repeated in the encipherment.

Especlally long mesaazes are to be broken into
separate parts (150-200 groups in each part), which
are to be enciphered and sent independently. When
breakins up a message into several parts the "data"
are incorporated in the first pert of the message.

At the end of ths first and ensuing parts 1as added
enciphersd "continuation follows", in the next to the
last part "conclusion follows". Furthermore at the
beginning of the followingz parts there 1s inserted
enclphered "first continuation of Message numbers.es”.
"second continuation of message number....", atc. and
in the final part "end of message number,..."s Each
part of such a messaze must have the sppearance of a
complete cipher text and must be reglstered under g
separate, individual number,.
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TOP SECRET SUEDE

NEVER TO BE SEEN BY UNAUTHORIZED PERSONS.

(9) If parts of a meesaze be garbled, then a request 1s
made, enciphered, for the gmarbled passages (from
such and such a word to such and such a word) Supat
"Repeat No. == from the word (group) "Our troops® to
thé word "the enemy is in possession of".

{50] The repetition of single sroups or of the entire meésagd
is requested in clear, e.m. "Your message No. -~ repoat
the Sth and 6th groups".

In these regulations the activitles of the Staff
Cryptogrephic Units in time of war wero outlined also with

final stress being placed on the impoftance of captured
enemy material.

: Para 140. "The prompt utilization of eryptographic
materiel of thé enemy is of great importance for the success
of our operations. Therefore, 1f our. troops eapture codes,
means of eneipherments, commander codes, traffic codes, cipher
texts and other dimilar documents of the enemy, everything
must be done to pass the csptured materisl as guiekly as
possible to the intelligence agencles”.
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VI, THE AREAS AND DATES OF USE QF THE BASIC SYSTEMS

) ;
At In the Red Worker and Peasant Arwmy

(1) The S-figure chiffre codes were used by the General

(2)

(3)

()

(5)

Staff, Front Staff, Army, Corps, Division and
Brigade., '

(2) 0114h was in use from Jan. 41 to Oct. L1,
(b) 023-A was in use from Oct. L1 6 March L2.
(c) O4S«A was in use from March 42 o March 43.
(d) 062-A was in use from March L3 to Karch Ll
(e) 091-A was in use from March lli to May L5.

The lj~-figure ecode books were used by Army, Corps,
Division, Brigade end Regiment.

() dKK—S was used from June 39 to Juns 40,

(b) OKE-6 was used from June 4O to Sept. 4l.
(c) OKK-7 wes used from Sept. 41 to Jan. 42
(d) OKK~=8 was used from Jan, 42 to March 42.
(e) OSKK-7 wes used from Aug. 41 to March L2.

Vsrious 2, 3 end l-figure systems known as SUV
were used by Army, Corps, Division, Brigade,

Regiment, Batfalion and Company from to 16l5,

Various 2-figure systems known as PT were used
by Regiment, Battalion, Company and Pletoon from
1933 to 1942, :

Various 3-figure code books or tables ware used
by the Army Alr Force. The VAK-38 was in force
in 1938,

B. In the Peoplee Commissariat for Internal Affalras

(1)

(2)

(3)

A S-figure code book was used by the GUF NKVD,
Front Staff, Division, Unit, and Regiment from
193 to 1945,

Various L-figure ccde books were used by the GUP
NKVD, Front Staff, Division, Unit and Regiment
from 1935 to 1945.

(a) ZERNWO was used from 1943 to 1945,

(b) VIZA was used from 1943 to 1945.

(¢) NIVA was used from Feb. 45 to May L45.
Various 2,3 and l-figure systems similar in
structure to SUV were used by Division, Unit,

Regiment, Batallion, Fleld Post, Operationgl
Group &nd Guard Group from 1942 to 1945.
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(L) various 2-figure systems similar in structure
to PT tables were used by Regiment, Batallion,
Field Poat, Operationel Group and Guard Group
from 1933 to 192,
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APPENDIX A

The listing by DPF number and title of all the documents

covered in the preparation of this paper.

DF. NO.

68
vl
v'T5
v 76
+~ 78
v 81
v 85

v 86
87
89

v 9T
¥ 111

/1185
=116=L

¥ 116-uH
v 122

v 125
Y 126
v 133

"D CECDE T

TITLE

Vneshtorg Encipherment Systems 1924-26.

On the Ruasian Cipher Machine K-37.

Breaker's Aid for Word Codes.

Studies of Russian Uouble Tranapﬁaitinn.
Russien Cipﬁer Systems - Kurt Priederichsohn.
Cipher Systems of Hussian Agents and Partisans.

Survey of Lalest Status of Decipherment of Soviet
Systens.

Solution of RLZC1500 NKVD Weatern Front.

Selution of HLZC 32000,

Detalls of Russian Cryptologic Organization -
Learned from German Interrogation of Russian
Prlsoners of War.,

Rudsian Word Fattern Book.

Three Russlan Agent Systems.

The Development of Russian Cryptegraphic Systems.

Regulations for Staff Grgptagrﬁphic Service in the
Red -ﬁmn -

Encipherment of OKK=b.

Forsehungsamt Solution of Husslan Teletype
Scrambler.

Comments on Various Cryptologic Matters - Adolf
Paachke.

Survey of Russian Milltary Systems - Alex Dettmann,
Explanation of a Small Russian Code.

Activity of the Germsn Radio Defense Corps -
Wilhelm Flicke.

Radiograma of the Rote Drei - Wilhelm Flicke.

Ruseien Linguistic Peculiarities Assisting
Cryptanalysis - Alex Dettmann.

Russian Airforce Law Echelon Proforma Messages.
Examples of (Russian) Substitution Tebles.

Results of Textual Studles of Russian Military
and Political Cryptograms.
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DF. HNO.

135~
136
138
139

140~

13 -

145

v 146

152

v 15l

v 155

1586
157 =

158~

162~
163 -

16y —

165 -
v 166
167
v 168
/171
v 175
V179
/180

TITLE
Russian Radio Agents in 1942.
Methods of Cryptenalysis - Dettmann.
Methods of Decipherment - Dettmenn.
Methods of Decipherment -~ Dettmann.
Twoe Russian PW Interrogations.
Methods of Decipherment - Dettmann.

Manual for the Analysis and Utilization of Radio
Intelligence Material.

Kethods of Decipherment - Dettmann.
Methods of Decipherment « Dettmanne
Methods of Decipherment - Dettmann.
Cryptanalytic Heport (For the Fourth Quarter 1940y 4
Eethods of Declpherment - Dettmann.
Methods of Decipherment - Dettmann.
Methods of Decipherment - Dettmann.

The General Trend of the Hussian Codes -
Lt. Col. Yamada (Japanese),

General Outline of the Codes used by the Red
Army Ground Forces, Air Forces, and Border
Guard Units - Pukunegmn Eiichi (Japanese).

Interrogation of Japanese Natlonel, Kawarebayashi,
Tashikazo.

Interrogation of Japanese Natlonal, Otani,
Fukeshi.

Interrogation of Japanese National Kawaoka,
Tadao.

Methods of Decipherment - Dettmann.
Methods of Decipherment -~ Dettmenn,

Mothods of Decipherment - Dettmann.

 Methoda of Decipherment - Dettmann.

Methods of Decipherment - Dettmann.
Methods of Decipherment - Detimann,
Methods of Decipherment - Dettmann.

Methods of Decisherment - Dettmann,
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DF. HO. TITLE
~182 Report by Waldemar Penner formerly attached

to Signal Intelligence Service, Cerman Air
Force.

183 naciphamnt‘: as & Source of Intelligence.

18l — Interrogation of Japanese National Kishimobo,
Koishi. .

187-8 The Cryptanalytic Succosses of OKW/Chi after
1938, = Wilhelm Fenner.

196 Report on Russian Decryption in the Former
German '‘Army. - Alex Dettmann and Sergius
Samsonow.

206 - Cryptanalytic Aid for Word Codes.

216 - Radio Traffic and Methods of Enerypting in the

Soviet Alr Force up to ¥ay 19L5.
217— The Russian Cipher Device K-37.
5/49/TOPSEC/AS=1l-TICOM ~ —

The Russian Communicatlions Securlty Organization
During World Wer II,
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